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The argument parser of the PARTIAL command in Cyrus IMAP Server 2.2.6 and earlier allows remote authenticated users
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Carnegie Mellon University Cyrus Imap Server 2.1.10 All All All
Carnegie Mellon University Cyrus Imap Server 2.1.16 All All All
Carnegie Mellon University Cyrus Imap Server 21.7 All All All
Carnegie Mellon University Cyrus Imap Server 2.1.9 All All All
Carnegie Mellon University Cyrus Imap Server 2.2.0_alpha All All All
Carnegie Mellon University Cyrus Imap Server 2.2.1_beta All All All
Carnegie Mellon University Cyrus Imap Server 2.2.2_beta All All All
Carnegie Mellon University Cyrus Imap Server 2.2.3 All All All
Carnegie Mellon University Cyrus Imap Server 224 All All All
Carnegie Mellon University Cyrus Imap Server 225 All All All
Carnegie Mellon University Cyrus Imap Server 2.2.6 All All All
Carnegie Mellon University Cyrus Imap Server 2.2.7 All All All
Carnegie Mellon University Cyrus Imap Server 2.2.8 All All All
Carnegie Mellon University Cyrus Imap Server 2.1.10 All All All
Carnegie Mellon University Cyrus Imap Server 2.1.16 All All All
Carnegie Mellon University Cyrus Imap Server 21.7 All All All
Carnegie Mellon University Cyrus Imap Server 21.9 All All All
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Application Carnegie Mellon University Cyrus Imap Server 2.2.0_alpha All All All
Application Carnegie Mellon University Cyrus Imap Server 2.2.1_beta All All All
Application Carnegie Mellon University Cyrus Imap Server 2.2.2_beta All All All
Application Carnegie Mellon University Cyrus Imap Server 223 All All All
Application Carnegie Mellon University Cyrus Imap Server 224 All All All
Application Carnegie Mellon University Cyrus Imap Server 225 All All All
Application Carnegie Mellon University Cyrus Imap Server 2.2.6 All All All
Application Carnegie Mellon University Cyrus Imap Server 227 All All All
Application Carnegie Mellon University Cyrus Imap Server 2.2.8 All All All
Operating System Conectiva Linux 10.0 All All All
Operating System Conectiva Linux 9.0 All All All
Operating System Conectiva Linux 10.0 All All All
Operating System Conectiva Linux 9.0 All All All
Application Openpkg Openpkg current All All All
Application Openpkg Openpkg current All All All
Operating System Redhat Fedora Core core_2.0 All All All
Operating System Redhat Fedora Core core_3.0 All All All
Operating System Redhat Fedora Core core_2.0 All All All
Operating System Redhat Fedora Core core_3.0 All All All
Operating System Trustix Secure Linux 2.0 All All All
Operating System Trustix Secure Linux 2.1 All All All
Operating System Trustix Secure Linux 2.2 All All All
Operating System Trustix Secure Linux 2.0 All All All
Operating System Trustix Secure Linux 2.1 All All All
Operating System Trustix Secure Linux 2.2 All All All
Operating System Ubuntu Ubuntu Linux 4.1 All iab4 All
Operating System Ubuntu Ubuntu Linux 4.1 All ppc All
Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All
Operating System Ubuntu Ubuntu Linux 4.1 All ppc All
Reference Source Link Tags
usn/usn-31-1 - Ubuntu Linux UBUNTU www.ubuntu.com

Secunia - Advisories - Cyrus IMAP Server Multiple Vulnerabilities SECUNIA secunia.com

Gentoo Linux Documentation -- Cyrus IMAP Server: Multiple remote vulnerabilities GENTOO security.gentoo.org
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"AdVIsOry 15/2004: Gyrus IMAF Server multiple remote vuinerapiiities’ - MARG
Advisories - Mandriva

[cyrus-announce] 20041122 Cyrus IMAPd 2.2.9 Released

Debian -- Security Information -- DSA-597-1 cyrus-imapd

IBM X-Force Exchange

e-matters : SECURITY

Changes to the Cyrus IMAP Server
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nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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