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AVNIAGUAUNIGPENAN Certain versions of Php from Php contain the following vulnerability:

c 3 The addslashes function in PHP 4.3.9 does not properly escape a
(==

NULL (/0) character, which may allow remote attackers to read
\“"1;’”/ arbitrary files in PHP applications that contain a directory traversal
é% vulnerability in require or include statements, but are otherwise
protected by the magic_quotes_gpc mechanism. NOTE: this issue was
originally REJECTed by its CNA before publication, but that decision is
in active dispute. This candidate may change significantly in the future as a result of further
discussion.

CVE-2004-1020 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: (SEMEDIN] |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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text/html
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PHP Multiple Remote Vulnerabilities (D BID 11981

text/html

Advisories - Mandriva @& MANDRAKE MDKSA-2004:151

text/html

PHP: PHP 4.3.10 Release Announcement CONFIRM www.php.net/release_4_3 10.php

cve.report (archive)

text/html

IBM X-Force Exchange SEEERIEIEETRSTN @ XF php-addslashes-view-files(18516)

text/html

Home - Conectiva { CONECTIVA CLA-2005:915

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 4.3.6 All All All
Application Php Php 43.7 All All All
Application Php Php 4.3.8 All All All
Application Php Php 4.3.9 All All All
Application Php Php 5.0 rci All All
Application Php Php 5.0 rc2 All All
Application Php Php 5.0 rc3 All All
Application Php Php 5.0.0 All All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 4.3.6 All All All
Application Php Php 437 All All All
Application Php Php 438 All All All
Application Php Php 4.3.9 All All All
Application Php Php 5.0 rci All All
Application Php Php 5.0 rc2 All All
Application Php Php 5.0 rc3 All All
Application Php Php 5.0.0 All All All
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Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 Al Al All

cpe:2.3:a:php:php:4.3.6: %" %"

cpe:2.3:a:php:php:4.3.7: %"=

cpe:2.3:a:php:php:4.3.8: " %"

cpe:2.3:a:php:php:4.3.9: """

cpe:2.3:a:php:php:5.0:rct "

cpe:2.3:a:php:php:5.0:rc3:*:*:*: %

cpe:2.3:a:php:php:5.0.0:* % "

cpe:2.3:a:php:php:5.0.1 %%

cpe:2.3:a:php:php:5.0.2:* % "

cpe:2.3:a:php:php:4.3.6:** "

cpe:2.3:a:php:php:4.3.7:

cpe:2.3:a:php:php:4.3.8: "

cpe:2.3:a:php:php:4.3.9: "™

cpe:2.3:a:php:php:5.0:rct "

cpe:2.3:a:php:php:5.0:rc3: "

cpe:2.3:a:php:php:5.0.0:*:

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:*
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