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CVE-2004-1029

MITRE NVD CVE.ORG Print: PDF %5

CVE-2004-1029

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2005-03-01 05:00:00 UTC

2017-10-11 01:29:00 UTC

The Sun Java Plugin capability in Java 2 Runtime Environment (JRE) 1.4.2_01, 1.4.2_04, and possibly earlier versions, do¢

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
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Operating System
Operating System
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Operating System
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Conectiva Linux 10.0 All All All
Conectiva Linux 10.0 All All All
Gentoo Linux All All All All
Gentoo Linux All All All All
Hp Hp-ux 11.00 All All All
Hp Hp-ux 1.1 All All All
Hp Hp-ux 11.22 All All All
Hp Hp-ux 11.23 All ia64_64-bit All
Hp Hp-ux 11.00 All All All
Hp Hp-ux 11.11 All All All
Hp Hp-ux 11.22 All All All
Hp Hp-ux 11.23 All ia64_64-bit All
Hp Java Sdk-rte 1.3 All hp-ux_pa-risc All
Hp Java Sdk-rte 1.4 All hp-ux_pa-risc All
Hp Java Sdk-rte 1.3 All hp-ux_pa-risc All
Hp Java Sdk-rte 1.4 All hp-ux_pa-risc All
Sun Jdk 1.3.1 01 All linux All
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Application Sun Jre 1.3.1_03 All linux All

Application Sun Jre 1.3.1_083 All solaris All
Application Sun Jre 1.3.1_083 All windows All
Application Sun Jre 1.3.1_05 All linux All
Application Sun Jre 1.3.1_05 All solaris All
Application Sun Jre 1.3.1_05 All windows All
Application Sun Jre 1.3.1_06 All linux All
Application Sun Jre 1.3.1_06 All solaris All
Application Sun Jre 1.3.1_06 All windows All
Application Sun Jre 1.3.1_07 All linux All
Application Sun Jre 1.3.1_07 All solaris All
Application Sun Jre 1.3.1_07 All windows All
Application Sun Jre 1.3.1._09 All linux All
Application Sun Jre 1.3.1_09 All solaris All
Application Sun Jre 1.3.1_09 All windows All
Application Sun Jre 1.4 All linux All
Application Sun Jre 1.4 All solaris All
Application Sun Jre 1.4 All windows All
Application Sun Jre 1.4.0_01 All solaris All
Application Sun Jre 1.4.0_01 All windows All
Application Sun Jre 1.4.0_02 All linux All
Application Sun Jre 1.4.0_02 All solaris All
Application Sun Jre 1.4.0_02 All windows All
Application Sun Jre 1.4.0_083 All linux All
Application Sun Jre 1.4.0_03 All solaris All
Application Sun Jre 1.4.0_083 All windows All
Application Sun Jre 1.4.0_04 All linux All
Application Sun Jre 1.4.0_04 All solaris All
Application Sun Jre 1.4.0_04 All windows All
Application Sun Jre 1.4.1 All linux All
Application Sun Jre 1.4.1 All solaris All
Application Sun Jre 1.4.1 All windows All
Application Sun Jre 1.4.1 update3 linux All
Application Sun Jre 1.4.1 update3 solaris All

Application Sun Jre 1.4.1 update3 windows All
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AppIGAUUI our NI s upudie suiais Al
Application Sun Jre 1.4.2 update4 windows All
Application Sun Jre 1.4.2 update5 linux All
Application Sun Jre 1.4.2 update5 solaris All
Application Sun Jre 1.4.2 update5 windows All
Application Symantec Enterprise Firewall 8.0 All All All
Application Symantec Enterprise Firewall 8.0 All solaris All
Application Symantec Enterprise Firewall 8.0 All windows_2000_nt All
Application Symantec Enterprise Firewall 8.0 All All All
Application Symantec Enterprise Firewall 8.0 All solaris All
Application Symantec Enterprise Firewall 8.0 All windows_2000_nt All
Hardware Symantec Gateway Security 5400 2.0 All All All
Hardware Symantec Gateway Security 5400 2.0.1 All All All
Hardware Symantec Gateway Security 5400 2.0 All All All
Hardware Symantec Gateway Security 5400 2.0.1 All All All
Reference Source Link
#57591: Security Vulnerability With Java Plug-in in JRE/SDK SUNALERT sunsolve.sun.com
Secunia - Advisories - Sun Java Plug-in Sandbox Security Bypass Vulnerability SECUNIA secunia.com
#101523: Security Vulnerability With Java Plug-in in JRE/SDK (formerly Document ID: 57591) SUNALERT  sunsolve.sun.com
iDEFENSE IDEFENSE  www.idefense.com
java-1_4_2-sun-src-1.4.2.08-0.1.i1586 RPM CONFIRM rpmfind.net
Sun Java Plug-in Multiple Applet Vulnerabilities BID www.securityfocus.com
APPLE-SA-2005-02-22 Security Update 2005-002 APPLE lists.apple.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.con
US-CERT Vulnerability Note VU#760344 CERT-VN www.kb.cert.org
IBM Lotus Notes Java Plug-in Sandbox Security Bypass - Advisories - Secunia SECUNIA secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
IBM notice: The page you requested cannot be displayed CONFIRM www-1.ibm.com
SecurityReason - HP-UX Java Web Start remote unauthorized privileged access SREASON  securityreason.com
Repository / Oval Repository OVAL oval.cisecurity.org
Klikki Oy - Sun Java Plugin vulnerability MISC jouko.iki.fi
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
< e |
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http://cve.report/vendor/symantec
http://cve.report/software/symantec/gateway_security_5400
http://sunsolve.sun.com/search/document.do?assetkey=1-26-57591-1
http://secunia.com/advisories/13271
http://sunsolve.sun.com/search/document.do?assetkey=1-26-101523-1
http://www.idefense.com/application/poi/display?id=158&type=vulnerabilities
http://rpmfind.net/linux/RPM/suse/updates/9.3/i386/rpm/i586/java-1_4_2-sun-src-1.4.2.08-0.1.i586.html
http://www.securityfocus.com/bid/12317
http://lists.apple.com/archives/security-announce/2005/Feb/msg00000.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/18188
http://www.kb.cert.org/vuls/id/760344
http://secunia.com/advisories/29035
http://www.vupen.com/english/advisories/2008/0599
http://www-1.ibm.com/support/docview.wss?uid=swg21257249
http://securityreason.com/securityalert/61
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5674
http://jouko.iki.fi/adv/javaplugin.html
https://www.cve.org/CVERecord?id=CVE-2004-1029
https://nvd.nist.gov/vuln/detail/CVE-2004-1029

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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