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Summary

CVE CVE-2004-1029

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-01 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The Sun Java Plugin capability in Java 2 Runtime Environment (JRE) 1.4.2_01, 1.4.2_04, and possibly earlier versions, does not properly restrict access between Javascript and Java applets during data transfer, which allows remote attackers to load unsafe classes and execute arbitrary code by using the reflection API to access private Java packages.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 10.0 All All All

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.22 All All All

Operating System Hp Hp-ux 11.23 All ia64_64-bit All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.22 All All All

Operating System Hp Hp-ux 11.23 All ia64_64-bit All

Application Hp Java Sdk-rte 1.3 All hp-ux_pa-risc All

Application Hp Java Sdk-rte 1.4 All hp-ux_pa-risc All

Application Hp Java Sdk-rte 1.3 All hp-ux_pa-risc All

Application Hp Java Sdk-rte 1.4 All hp-ux_pa-risc All

Application Sun Jdk 1.3.1_01 All linux All
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Application Sun Jdk 1.3.1_01 All linux All

Application Sun Jdk 1.3.1_01 All solaris All

Application Sun Jdk 1.3.1_01a All windows All

Application Sun Jdk 1.3.1_02 All linux All

Application Sun Jdk 1.3.1_02 All solaris All

Application Sun Jdk 1.3.1_02 All windows All

Application Sun Jdk 1.3.1_03 All linux All

Application Sun Jdk 1.3.1_03 All solaris All

Application Sun Jdk 1.3.1_03 All windows All

Application Sun Jdk 1.3.1_04 All windows All

Application Sun Jdk 1.3.1_05 All linux All

Application Sun Jdk 1.3.1_05 All solaris All

Application Sun Jdk 1.3.1_05 All windows All

Application Sun Jdk 1.3.1_06 All linux All

Application Sun Jdk 1.3.1_06 All solaris All

Application Sun Jdk 1.3.1_06 All windows All

Application Sun Jdk 1.3.1_07 All linux All

Application Sun Jdk 1.3.1_07 All solaris All

Application Sun Jdk 1.3.1_07 All windows All

Application Sun Jdk 1.4 All linux All

Application Sun Jdk 1.4 All solaris All

Application Sun Jdk 1.4 All windows All

Application Sun Jdk 1.4.0_01 All windows All

Application Sun Jdk 1.4.0_02 All linux All

Application Sun Jdk 1.4.0_02 All solaris All

Application Sun Jdk 1.4.0_02 All windows All

Application Sun Jdk 1.4.0_03 All linux All

Application Sun Jdk 1.4.0_03 All solaris All

Application Sun Jdk 1.4.0_03 All windows All

Application Sun Jdk 1.4.0_4 All linux All

Application Sun Jdk 1.4.0_4 All solaris All

Application Sun Jdk 1.4.0_4 All windows All

Application Sun Jdk 1.4.1 All linux All

Application Sun Jdk 1.4.1 All solaris All

Application Sun Jdk 1.4.1 All windows All

Application Sun Jdk 1.4.1_01 All linux All
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Application Sun Jdk 1.4.1_01 All solaris All

Application Sun Jdk 1.4.1_01 All windows All

Application Sun Jdk 1.4.1_02 All linux All

Application Sun Jdk 1.4.1_02 All solaris All

Application Sun Jdk 1.4.1_02 All windows All

Application Sun Jdk 1.4.1_03 All linux All

Application Sun Jdk 1.4.1_03 All solaris All

Application Sun Jdk 1.4.1_03 All windows All

Application Sun Jdk 1.4.2 All linux All

Application Sun Jdk 1.4.2 All solaris All

Application Sun Jdk 1.4.2 All windows All

Application Sun Jdk 1.4.2_01 All linux All

Application Sun Jdk 1.4.2_02 All linux All

Application Sun Jdk 1.4.2_03 All linux All

Application Sun Jdk 1.4.2_03 All solaris All

Application Sun Jdk 1.4.2_03 All windows All

Application Sun Jdk 1.4.2_04 All linux All

Application Sun Jdk 1.4.2_04 All solaris All

Application Sun Jdk 1.4.2_04 All windows All

Application Sun Jdk 1.4.2_05 All linux All

Application Sun Jdk 1.4.2_05 All solaris All

Application Sun Jdk 1.4.2_05 All windows All

Application Sun Jdk 1.3.1_01 All linux All

Application Sun Jdk 1.3.1_01 All solaris All

Application Sun Jdk 1.3.1_01a All windows All

Application Sun Jdk 1.3.1_02 All linux All

Application Sun Jdk 1.3.1_02 All solaris All

Application Sun Jdk 1.3.1_02 All windows All

Application Sun Jdk 1.3.1_03 All linux All

Application Sun Jdk 1.3.1_03 All solaris All

Application Sun Jdk 1.3.1_03 All windows All

Application Sun Jdk 1.3.1_04 All windows All

Application Sun Jdk 1.3.1_05 All linux All

Application Sun Jdk 1.3.1_05 All solaris All

Application Sun Jdk 1.3.1_05 All windows All

Application Sun Jdk 1.3.1_06 All linux All
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Application Sun Jdk 1.3.1_06 All linux All

Application Sun Jdk 1.3.1_06 All solaris All

Application Sun Jdk 1.3.1_06 All windows All

Application Sun Jdk 1.3.1_07 All linux All

Application Sun Jdk 1.3.1_07 All solaris All

Application Sun Jdk 1.3.1_07 All windows All

Application Sun Jdk 1.4 All linux All

Application Sun Jdk 1.4 All solaris All

Application Sun Jdk 1.4 All windows All

Application Sun Jdk 1.4.0_01 All windows All

Application Sun Jdk 1.4.0_02 All linux All

Application Sun Jdk 1.4.0_02 All solaris All

Application Sun Jdk 1.4.0_02 All windows All

Application Sun Jdk 1.4.0_03 All linux All

Application Sun Jdk 1.4.0_03 All solaris All

Application Sun Jdk 1.4.0_03 All windows All

Application Sun Jdk 1.4.0_4 All linux All

Application Sun Jdk 1.4.0_4 All solaris All

Application Sun Jdk 1.4.0_4 All windows All

Application Sun Jdk 1.4.1 All linux All

Application Sun Jdk 1.4.1 All solaris All

Application Sun Jdk 1.4.1 All windows All

Application Sun Jdk 1.4.1_01 All linux All

Application Sun Jdk 1.4.1_01 All solaris All

Application Sun Jdk 1.4.1_01 All windows All

Application Sun Jdk 1.4.1_02 All linux All

Application Sun Jdk 1.4.1_02 All solaris All

Application Sun Jdk 1.4.1_02 All windows All

Application Sun Jdk 1.4.1_03 All linux All

Application Sun Jdk 1.4.1_03 All solaris All

Application Sun Jdk 1.4.1_03 All windows All

Application Sun Jdk 1.4.2 All linux All

Application Sun Jdk 1.4.2 All solaris All

Application Sun Jdk 1.4.2 All windows All

Application Sun Jdk 1.4.2_01 All linux All

Application Sun Jdk 1.4.2_02 All linux All
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Application Sun Jdk 1.4.2_03 All linux All

Application Sun Jdk 1.4.2_03 All solaris All

Application Sun Jdk 1.4.2_03 All windows All

Application Sun Jdk 1.4.2_04 All linux All

Application Sun Jdk 1.4.2_04 All solaris All

Application Sun Jdk 1.4.2_04 All windows All

Application Sun Jdk 1.4.2_05 All linux All

Application Sun Jdk 1.4.2_05 All solaris All

Application Sun Jdk 1.4.2_05 All windows All

Application Sun Jre 1.3.0 All linux All

Application Sun Jre 1.3.0 All solaris All

Application Sun Jre 1.3.0 All windows All

Application Sun Jre 1.3.0 update1 linux All

Application Sun Jre 1.3.0 update2 linux All

Application Sun Jre 1.3.0 update2 solaris All

Application Sun Jre 1.3.0 update2 windows All

Application Sun Jre 1.3.0 update3 linux All

Application Sun Jre 1.3.0 update4 linux All

Application Sun Jre 1.3.0 update4 windows All

Application Sun Jre 1.3.0 update5 linux All

Application Sun Jre 1.3.0 update5 solaris All

Application Sun Jre 1.3.0 update5 windows All

Application Sun Jre 1.3.1 All linux All

Application Sun Jre 1.3.1 update1 linux All

Application Sun Jre 1.3.1 update1 solaris All

Application Sun Jre 1.3.1 update1 windows All

Application Sun Jre 1.3.1 update1a windows All

Application Sun Jre 1.3.1 update4 solaris All

Application Sun Jre 1.3.1 update4 windows All

Application Sun Jre 1.3.1 update8 linux All

Application Sun Jre 1.3.1 update8 solaris All

Application Sun Jre 1.3.1 update8 windows All

Application Sun Jre 1.3.1_02 All linux All

Application Sun Jre 1.3.1_02 All solaris All

Application Sun Jre 1.3.1_02 All windows All
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Application Sun Jre 1.3.1_03 All linux All

Application Sun Jre 1.3.1_03 All solaris All

Application Sun Jre 1.3.1_03 All windows All

Application Sun Jre 1.3.1_05 All linux All

Application Sun Jre 1.3.1_05 All solaris All

Application Sun Jre 1.3.1_05 All windows All

Application Sun Jre 1.3.1_06 All linux All

Application Sun Jre 1.3.1_06 All solaris All

Application Sun Jre 1.3.1_06 All windows All

Application Sun Jre 1.3.1_07 All linux All

Application Sun Jre 1.3.1_07 All solaris All

Application Sun Jre 1.3.1_07 All windows All

Application Sun Jre 1.3.1_09 All linux All

Application Sun Jre 1.3.1_09 All solaris All

Application Sun Jre 1.3.1_09 All windows All

Application Sun Jre 1.4 All linux All

Application Sun Jre 1.4 All solaris All

Application Sun Jre 1.4 All windows All

Application Sun Jre 1.4.0_01 All solaris All

Application Sun Jre 1.4.0_01 All windows All

Application Sun Jre 1.4.0_02 All linux All

Application Sun Jre 1.4.0_02 All solaris All

Application Sun Jre 1.4.0_02 All windows All

Application Sun Jre 1.4.0_03 All linux All

Application Sun Jre 1.4.0_03 All solaris All

Application Sun Jre 1.4.0_03 All windows All

Application Sun Jre 1.4.0_04 All linux All

Application Sun Jre 1.4.0_04 All solaris All

Application Sun Jre 1.4.0_04 All windows All

Application Sun Jre 1.4.1 All linux All

Application Sun Jre 1.4.1 All solaris All

Application Sun Jre 1.4.1 All windows All

Application Sun Jre 1.4.1 update3 linux All

Application Sun Jre 1.4.1 update3 solaris All

Application Sun Jre 1.4.1 update3 windows All

Application Sun Jre 1.4.1_01 All linux All
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Application Sun Jre 1.4.1_01 All linux All

Application Sun Jre 1.4.1_01 All solaris All

Application Sun Jre 1.4.1_01 All windows All

Application Sun Jre 1.4.1_02 All linux All

Application Sun Jre 1.4.1_02 All solaris All

Application Sun Jre 1.4.1_02 All windows All

Application Sun Jre 1.4.1_07 All windows All

Application Sun Jre 1.4.2 All linux All

Application Sun Jre 1.4.2 All solaris All

Application Sun Jre 1.4.2 All windows All

Application Sun Jre 1.4.2 update1 linux All

Application Sun Jre 1.4.2 update1 solaris All

Application Sun Jre 1.4.2 update1 windows All

Application Sun Jre 1.4.2 update2 linux All

Application Sun Jre 1.4.2 update2 solaris All

Application Sun Jre 1.4.2 update2 windows All

Application Sun Jre 1.4.2 update3 linux All

Application Sun Jre 1.4.2 update3 solaris All

Application Sun Jre 1.4.2 update3 windows All

Application Sun Jre 1.4.2 update4 linux All

Application Sun Jre 1.4.2 update4 solaris All

Application Sun Jre 1.4.2 update4 windows All

Application Sun Jre 1.4.2 update5 linux All

Application Sun Jre 1.4.2 update5 solaris All

Application Sun Jre 1.4.2 update5 windows All

Application Sun Jre 1.3.0 All linux All

Application Sun Jre 1.3.0 All solaris All

Application Sun Jre 1.3.0 All windows All

Application Sun Jre 1.3.0 update1 linux All

Application Sun Jre 1.3.0 update2 linux All

Application Sun Jre 1.3.0 update2 solaris All

Application Sun Jre 1.3.0 update2 windows All

Application Sun Jre 1.3.0 update3 linux All

Application Sun Jre 1.3.0 update4 linux All

Application Sun Jre 1.3.0 update4 windows All

Application Sun Jre 1.3.0 update5 linux All
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Application Sun Jre 1.3.0 update5 solaris All

Application Sun Jre 1.3.0 update5 windows All

Application Sun Jre 1.3.1 All linux All

Application Sun Jre 1.3.1 update1 linux All

Application Sun Jre 1.3.1 update1 solaris All

Application Sun Jre 1.3.1 update1 windows All

Application Sun Jre 1.3.1 update1a windows All

Application Sun Jre 1.3.1 update4 solaris All

Application Sun Jre 1.3.1 update4 windows All

Application Sun Jre 1.3.1 update8 linux All

Application Sun Jre 1.3.1 update8 solaris All

Application Sun Jre 1.3.1 update8 windows All

Application Sun Jre 1.3.1_02 All linux All

Application Sun Jre 1.3.1_02 All solaris All

Application Sun Jre 1.3.1_02 All windows All

Application Sun Jre 1.3.1_03 All linux All

Application Sun Jre 1.3.1_03 All solaris All

Application Sun Jre 1.3.1_03 All windows All

Application Sun Jre 1.3.1_05 All linux All

Application Sun Jre 1.3.1_05 All solaris All

Application Sun Jre 1.3.1_05 All windows All

Application Sun Jre 1.3.1_06 All linux All

Application Sun Jre 1.3.1_06 All solaris All

Application Sun Jre 1.3.1_06 All windows All

Application Sun Jre 1.3.1_07 All linux All

Application Sun Jre 1.3.1_07 All solaris All

Application Sun Jre 1.3.1_07 All windows All

Application Sun Jre 1.3.1_09 All linux All

Application Sun Jre 1.3.1_09 All solaris All

Application Sun Jre 1.3.1_09 All windows All

Application Sun Jre 1.4 All linux All

Application Sun Jre 1.4 All solaris All

Application Sun Jre 1.4 All windows All

Application Sun Jre 1.4.0_01 All solaris All

Application Sun Jre 1.4.0_01 All windows All
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Application Sun Jre 1.4.0_02 All linux All

Application Sun Jre 1.4.0_02 All solaris All

Application Sun Jre 1.4.0_02 All windows All

Application Sun Jre 1.4.0_03 All linux All

Application Sun Jre 1.4.0_03 All solaris All

Application Sun Jre 1.4.0_03 All windows All

Application Sun Jre 1.4.0_04 All linux All

Application Sun Jre 1.4.0_04 All solaris All

Application Sun Jre 1.4.0_04 All windows All

Application Sun Jre 1.4.1 All linux All

Application Sun Jre 1.4.1 All solaris All

Application Sun Jre 1.4.1 All windows All

Application Sun Jre 1.4.1 update3 linux All

Application Sun Jre 1.4.1 update3 solaris All

Application Sun Jre 1.4.1 update3 windows All

Application Sun Jre 1.4.1_01 All linux All

Application Sun Jre 1.4.1_01 All solaris All

Application Sun Jre 1.4.1_01 All windows All

Application Sun Jre 1.4.1_02 All linux All

Application Sun Jre 1.4.1_02 All solaris All

Application Sun Jre 1.4.1_02 All windows All

Application Sun Jre 1.4.1_07 All windows All

Application Sun Jre 1.4.2 All linux All

Application Sun Jre 1.4.2 All solaris All

Application Sun Jre 1.4.2 All windows All

Application Sun Jre 1.4.2 update1 linux All

Application Sun Jre 1.4.2 update1 solaris All

Application Sun Jre 1.4.2 update1 windows All

Application Sun Jre 1.4.2 update2 linux All

Application Sun Jre 1.4.2 update2 solaris All

Application Sun Jre 1.4.2 update2 windows All

Application Sun Jre 1.4.2 update3 linux All

Application Sun Jre 1.4.2 update3 solaris All

Application Sun Jre 1.4.2 update3 windows All

Application Sun Jre 1.4.2 update4 linux All

Application Sun Jre 1.4.2 update4 solaris All
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Application Sun Jre 1.4.2 update4 solaris All

Application Sun Jre 1.4.2 update4 windows All

Application Sun Jre 1.4.2 update5 linux All

Application Sun Jre 1.4.2 update5 solaris All

Application Sun Jre 1.4.2 update5 windows All

Application Symantec Enterprise Firewall 8.0 All All All

Application Symantec Enterprise Firewall 8.0 All solaris All

Application Symantec Enterprise Firewall 8.0 All windows_2000_nt All

Application Symantec Enterprise Firewall 8.0 All All All

Application Symantec Enterprise Firewall 8.0 All solaris All

Application Symantec Enterprise Firewall 8.0 All windows_2000_nt All

Hardware Symantec Gateway Security 5400 2.0 All All All

Hardware Symantec Gateway Security 5400 2.0.1 All All All

Hardware Symantec Gateway Security 5400 2.0 All All All

Hardware Symantec Gateway Security 5400 2.0.1 All All All

References

Reference Source Link

#57591: Security Vulnerability With Java Plug-in in JRE/SDK SUNALERT sunsolve.sun.com

Secunia - Advisories - Sun Java Plug-in Sandbox Security Bypass Vulnerability SECUNIA secunia.com

#101523: Security Vulnerability With Java Plug-in in JRE/SDK (formerly Document ID: 57591) SUNALERT sunsolve.sun.com

iDEFENSE IDEFENSE www.idefense.com

java-1_4_2-sun-src-1.4.2.08-0.1.i586 RPM CONFIRM rpmfind.net

Sun Java Plug-in Multiple Applet Vulnerabilities BID www.securityfocus.com

APPLE-SA-2005-02-22 Security Update 2005-002 APPLE lists.apple.com
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No vendor comments have been submitted for this CVE.
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