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Summary

CVE CVE-2004-1031

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-01 05:00:00 UTC

Updated 2017-07-11 01:30:00 UTC

Description fcronsighup in Fcron 2.0.1, 2.9.4, and possibly earlier versions allows local users to bypass access restrictions and load an arbitrary configuration file by starting an suid process and pointing the fcronsighup configuration file to a /proc entry that is owned by root but modifiable by the user, such as /proc/self/cmdline or /proc/self/environ.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Application Thibault Godouet Fcron 2.0.1 All All All

Application Thibault Godouet Fcron 2.9.4 All All All

Application Thibault Godouet Fcron 2.0.1 All All All

Application Thibault Godouet Fcron 2.9.4 All All All

References

Reference Source Link Tags

Fcron FCronTab/FCronSighUp Multiple Local Vulnerabilities BID www.securityfocus.com Patch, Vendor Advisory

Gentoo Linux Documentation -- Fcron: Multiple vulnerabilities GENTOO security.gentoo.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Accenture | Let there be change IDEFENSE www.idefense.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2004-1031/mitre
https://cve.report/CVE-2004-1031/nist
https://cve.report/CVE-2004-1031/cve_org
https://cve.report/api/cve/CVE-2004-1031.json
https://cve.report/CVE-2004-1031.pdf
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/linux
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/linux
http://cve.report/vendor/thibault_godouet
http://cve.report/software/thibault_godouet/fcron
http://cve.report/vendor/thibault_godouet
http://cve.report/software/thibault_godouet/fcron
http://cve.report/vendor/thibault_godouet
http://cve.report/software/thibault_godouet/fcron
http://cve.report/vendor/thibault_godouet
http://cve.report/software/thibault_godouet/fcron
http://www.securityfocus.com/bid/11684
http://security.gentoo.org/glsa/glsa-200411-27.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/18076
http://www.idefense.com/application/poi/display?id=157&type=vulnerabilities&flashstatus=false
https://www.cve.org/CVERecord?id=CVE-2004-1031
https://nvd.nist.gov/vuln/detail/CVE-2004-1031


There are currently no legacy QID mappings associated with this CVE.
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