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CVE CVE-2004-1051
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-03-01 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description sudo before 1.6.8p2 allows local users to execute arbitrary commands by using "()" style environment variables to create fu

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.0 All alpha All


https://cve.report/
https://cve.report/CVE-2004-1051/mitre
https://cve.report/CVE-2004-1051/nist
https://cve.report/CVE-2004-1051/cve_org
https://cve.report/api/cve/CVE-2004-1051.json
https://cve.report/CVE-2004-1051.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
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Vendor Declared Affected Products
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Source Vendor Product

CNA Na N/a

Version Platforms

affected n/a

Not specified

References

Reference

'Sudo version 1.6.8p2 now available (fwd)' - MARC

Resend: APPLE-SA-2005-05-03 Security Update 2005-005
GratiSoft Sudo Restricted Command Execution Bypass Vulnerability
IBM X-Force Exchange

www.trustix.org/errata/2004/0061

usn/usn-28-1 - Ubuntu Linux

Advisories - Mandriva

Bash scripts run via Sudo can be subverted
'[OpenPKG-SA-2005.002] OpenPKG Security Advisory (sudo)' - MARC
Debian -- Security Information -- DSA-596-2 sudo
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NVD

Vendor Comments And Credit

Link

marc.info
lists.apple.com
www.securityfocus.cor
exchange.xforce.ibmcl
www.trustix.org
www.ubuntu.com
www.mandriva.com
www.sudo.ws
marc.info
www.debian.org

WWW.Cve.org

nvd.nist.gov

Published Contributor Statement

Organization


http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/trustix
http://cve.report/software/trustix/secure_linux
http://cve.report/vendor/trustix
http://cve.report/software/trustix/secure_linux
http://cve.report/vendor/trustix
http://cve.report/software/trustix/secure_linux
http://cve.report/vendor/trustix
http://cve.report/software/trustix/secure_linux
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/ubuntu_linux
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/ubuntu_linux
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://marc.info/?l=bugtraq&m=110028877431192&w=2
http://lists.apple.com/archives/security-announce/2005/May/msg00001.html
http://www.securityfocus.com/bid/11668
https://exchange.xforce.ibmcloud.com/vulnerabilities/18055
http://www.trustix.org/errata/2004/0061/
https://www.ubuntu.com/usn/usn-28-1/
http://www.mandriva.com/security/advisories?name=MDKSA-2004:133
http://www.sudo.ws/sudo/alerts/bash_functions.html
http://marc.info/?l=bugtraq&m=110598298225675&w=2
http://www.debian.org/security/2004/dsa-596
https://www.cve.org/CVERecord?id=CVE-2004-1051
https://nvd.nist.gov/vuln/detail/CVE-2004-1051

Red Hat 2006-08-30 Mark J Cox  We do not consider this to be a security issue: http://bugzilla.redhat.com/bugzilla/show_bug.cgi?

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2004-1051
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References
	Vendor Comments And Credit


