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Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

PHP 4.x to 4.3.9, and PHP 5.x to 5.0.2, when running in safe mode on
a multithreaded Unix webserver, allows local users to bypass
safe_mode_exec_dir restrictions and execute commands outside of the
intended safe_mode_exec_dir via shell metacharacters in the current
directory name. NOTE: this issue was originally REJECTed by its CNA

before publication, but that decision is in active dispute. This candidate may change
significantly in the future as a result of further discussion.
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CVE References

Description Tags Link

Gentoo Linux Documentation -- PHP: Multiple
vulnerabilities

Third Party Advisory

www.gentoo.org

text/html

 GENTOO GLSA-200412-14

PHP Multiple Local And Remote Vulnerabilities Third Party Advisory

VDB Entry

cve.report (archive)

text/html

 BID 11964

No Description Provided Broken Link

www.osvdb.org

 OSVDB 12412

CVE-2004-1063 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2004-1063/mitre
https://cve.report/CVE-2004-1063/nist
https://cve.report/CVE-2004-1063/cve_org
https://cve.report/CVE-2004-1063.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.gentoo.org/security/en/glsa/glsa-200412-14.xml
http://cve.report/bid/11964
http://www.osvdb.org/12412


Inactive Link Not Archived

Advisories - Mandriva Third Party Advisory

www.mandriva.com

text/html

 MANDRAKE MDKSA-2005:072

No Description Provided Third Party Advisory

VDB Entry

web.archive.org

text/html

Inactive Link Not Archived

 HP HPSBMA01212

SecurityFocus Third Party Advisory

VDB Entry

www.securityfocus.com

text/html

 BUGTRAQ 20041215 Advisory 01/2004: Multiple
vulnerabilities in PHP 4/5

Hardened PHP - Hardened-PHP Third Party Advisory

www.hardened-php.net

text/plain

 MISC www.hardened-php.net/advisories/012004.txt

Advisories - Mandriva Third Party Advisory

www.mandriva.com

text/html

 MANDRAKE MDKSA-2004:151

usn/usn-99-1 - Ubuntu Linux Third Party Advisory

www.ubuntu.com

text/html

 UBUNTU USN-99-1

PHP: PHP 4.3.10 Release Announcement Release Notes

Vendor Advisory

www.php.net

text/html

 CONFIRM www.php.net/release_4_3_10.php

IBM X-Force Exchange Third Party Advisory

VDB Entry

exchange.xforce.ibmcloud.com

text/html

 XF php-safemodeexecdir-restriction-bypass(18511)

Home - Conectiva Broken Link

distro.conectiva.com.br

text/html

 CONECTIVA CLA-2005:915

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 4.10 All All All

Operating
System

Canonical Ubuntu Linux 4.10 All All All

Application Php Php All All All All

Application Php Php All All All All
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