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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

A "missing serialization" error in the unix_dgram_recvmsg function in
Linux 2.4.27 and earlier, and 2.6.x up to 2.6.9, allows local users to
gain privileges via a race condition.
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CVE References

Description Tags Link

Debian -- Security Information -- DSA-1067-1 kernel-
source-2.4.16

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1067

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2004:504

Debian -- Security Information -- DSA-1070-1 kernel-
source-2.4.19

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1070

No Description Provided marc.info

text/html

 BUGTRAQ 20041214 [USN-38-1] Linux kernel
vulnerabilities

Linux Kernel AF_UNIX Arbitrary Kernel Memory
Modification Vulnerability

Patch

Vendor Advisory

cve.report (archive)

 BID 11715

CVE-2004-1068 has been assigned by  cve@mitre.org to track the vulnerability
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cve.report (archive)

text/html

Debian -- Security Information -- DSA-1082-1 kernel-
source-2.4.17

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1082

No Description Provided patches.sgi.com

Inactive Link Not Archived

 SGI 20060402-01-U

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2004:537

Secunia - Advisories - Debian update for kernel-source-
2.4.16

web.archive.org

text/html

 SECUNIA 20162

No Description Provided bugzilla.fedora.us

Inactive Link Not Archived

 FEDORA FLSA:2336

Advisories - Mandriva www.mandriva.com

text/html

 MANDRAKE MDKSA-2005:022

Secunia - Advisories - Debian update for kernel-source-
2.4.18

web.archive.org

text/html

 SECUNIA 20202

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:11384

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF linux-afunix-race-condition(18230)

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2004:505

Secunia - Advisories - Debian update for kernel-source-
2.4.17

web.archive.org

text/html

 SECUNIA 20338

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SA:2004:044

Debian -- Security Information -- DSA-1069-1 kernel-
source-2.4.18

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1069

Secunia - Advisories - Debian update for kernel-source-
2.4.19

web.archive.org

text/html

 SECUNIA 20163

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20041119 Addendum, recent Linux
<= 2.4.27 vulnerabilities

SGI ProPack kernel Multiple Vulnerabilities - Advisories
- Secunia

web.archive.org

text/html

 SECUNIA 19607

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel 2.4.0 All All All

Operating
System

Linux Linux Kernel 2.4.0 test1 All All

Operating
System

Linux Linux Kernel 2.4.0 test10 All All

Operating
System

Linux Linux Kernel 2.4.0 test11 All All

Operating
System

Linux Linux Kernel 2.4.0 test12 All All

Operating
System

Linux Linux Kernel 2.4.0 test2 All All

Operating
System

Linux Linux Kernel 2.4.0 test3 All All

Operating
System

Linux Linux Kernel 2.4.0 test4 All All

Operating
System

Linux Linux Kernel 2.4.0 test5 All All

Operating
System

Linux Linux Kernel 2.4.0 test6 All All

Operating
System

Linux Linux Kernel 2.4.0 test7 All All

Operating
System

Linux Linux Kernel 2.4.0 test8 All All

Operating
System

Linux Linux Kernel 2.4.0 test9 All All

Operating
System

Linux Linux Kernel 2.4.1 All All All

Operating
System

Linux Linux Kernel 2.4.10 All All All

Operating
System

Linux Linux Kernel 2.4.12 All All All

Operating
System

Linux Linux Kernel 2.4.13 All All All

Operating
System
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Operating
System

Linux Linux Kernel 2.4.15 All All All

Operating
System

Linux Linux Kernel 2.4.16 All All All

Operating
System

Linux Linux Kernel 2.4.17 All All All

Operating
System

Linux Linux Kernel 2.4.18 All All All
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System

Operating
System

Linux Linux Kernel 2.4.18 pre1 All All

Operating
System

Linux Linux Kernel 2.4.18 pre2 All All

Operating
System

Linux Linux Kernel 2.4.18 pre3 All All

Operating
System

Linux Linux Kernel 2.4.18 pre4 All All

Operating
System

Linux Linux Kernel 2.4.18 pre5 All All

Operating
System

Linux Linux Kernel 2.4.18 pre6 All All

Operating
System

Linux Linux Kernel 2.4.18 pre7 All All

Operating
System

Linux Linux Kernel 2.4.18 pre8 All All

Operating
System

Linux Linux Kernel 2.4.19 All All All

Operating
System

Linux Linux Kernel 2.4.19 pre1 All All

Operating
System

Linux Linux Kernel 2.4.19 pre2 All All

Operating
System

Linux Linux Kernel 2.4.19 pre3 All All

Operating
System

Linux Linux Kernel 2.4.19 pre4 All All

Operating
System

Linux Linux Kernel 2.4.19 pre5 All All

Operating
System

Linux Linux Kernel 2.4.19 pre6 All All

Operating
System

Linux Linux Kernel 2.4.2 All All All

Operating
System

Linux Linux Kernel 2.4.20 All All All

Operating
System

Linux Linux Kernel 2.4.21 All All All

Operating
System

Linux Linux Kernel 2.4.21 pre1 All All

Operating
System

Linux Linux Kernel 2.4.21 pre4 All All

Operating
System

Linux Linux Kernel 2.4.21 pre7 All All

Operating
System

Linux Linux Kernel 2.4.22 All All All

Operating Linux Linux Kernel 2.4.23 All All All
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Operating
System

Linux Linux Kernel 2.4.23 All All All

Operating
System

Linux Linux Kernel 2.4.23 pre9 All All

Operating
System

Linux Linux Kernel 2.4.23_ow2 All All All

Operating
System

Linux Linux Kernel 2.4.24 All All All

Operating
System

Linux Linux Kernel 2.4.24_ow1 All All All

Operating
System

Linux Linux Kernel 2.4.25 All All All

Operating
System

Linux Linux Kernel 2.4.26 All All All

Operating
System

Linux Linux Kernel 2.4.27 All All All

Operating
System

Linux Linux Kernel 2.4.27 pre1 All All

Operating
System

Linux Linux Kernel 2.4.27 pre2 All All

Operating
System

Linux Linux Kernel 2.4.27 pre3 All All

Operating
System

Linux Linux Kernel 2.4.27 pre4 All All

Operating
System

Linux Linux Kernel 2.4.27 pre5 All All

Operating
System

Linux Linux Kernel 2.4.3 All All All

Operating
System

Linux Linux Kernel 2.4.4 All All All

Operating
System

Linux Linux Kernel 2.4.5 All All All

Operating
System

Linux Linux Kernel 2.4.6 All All All

Operating
System

Linux Linux Kernel 2.4.7 All All All

Operating
System

Linux Linux Kernel 2.4.8 All All All

Operating
System

Linux Linux Kernel 2.4.9 All All All

Operating
System

Linux Linux Kernel 2.4.0 All All All

Operating
System

Linux Linux Kernel 2.4.0 test1 All All

Operating
System

Linux Linux Kernel 2.4.0 test10 All All

Operating Linux Linux Kernel 2.4.0 test11 All All
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Operating
System

Linux Linux Kernel 2.4.0 test11 All All

Operating
System

Linux Linux Kernel 2.4.0 test12 All All

Operating
System

Linux Linux Kernel 2.4.0 test2 All All

Operating
System

Linux Linux Kernel 2.4.0 test3 All All

Operating
System

Linux Linux Kernel 2.4.0 test4 All All

Operating
System

Linux Linux Kernel 2.4.0 test5 All All

Operating
System

Linux Linux Kernel 2.4.0 test6 All All

Operating
System

Linux Linux Kernel 2.4.0 test7 All All

Operating
System

Linux Linux Kernel 2.4.0 test8 All All

Operating
System

Linux Linux Kernel 2.4.0 test9 All All

Operating
System

Linux Linux Kernel 2.4.1 All All All

Operating
System

Linux Linux Kernel 2.4.10 All All All

Operating
System

Linux Linux Kernel 2.4.12 All All All

Operating
System

Linux Linux Kernel 2.4.13 All All All

Operating
System

Linux Linux Kernel 2.4.14 All All All

Operating
System

Linux Linux Kernel 2.4.15 All All All

Operating
System

Linux Linux Kernel 2.4.16 All All All

Operating
System

Linux Linux Kernel 2.4.17 All All All

Operating
System

Linux Linux Kernel 2.4.18 All All All

Operating
System

Linux Linux Kernel 2.4.18 All x86 All

Operating
System

Linux Linux Kernel 2.4.18 pre1 All All

Operating
System

Linux Linux Kernel 2.4.18 pre2 All All

Operating
System

Linux Linux Kernel 2.4.18 pre3 All All

Operating Linux Linux Kernel 2.4.18 pre4 All All
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Operating
System

Linux Linux Kernel 2.4.18 pre4 All All

Operating
System

Linux Linux Kernel 2.4.18 pre5 All All

Operating
System

Linux Linux Kernel 2.4.18 pre6 All All

Operating
System

Linux Linux Kernel 2.4.18 pre7 All All

Operating
System

Linux Linux Kernel 2.4.18 pre8 All All

Operating
System

Linux Linux Kernel 2.4.19 All All All

Operating
System

Linux Linux Kernel 2.4.19 pre1 All All

Operating
System

Linux Linux Kernel 2.4.19 pre2 All All

Operating
System

Linux Linux Kernel 2.4.19 pre3 All All

Operating
System

Linux Linux Kernel 2.4.19 pre4 All All

Operating
System

Linux Linux Kernel 2.4.19 pre5 All All

Operating
System

Linux Linux Kernel 2.4.19 pre6 All All

Operating
System

Linux Linux Kernel 2.4.2 All All All

Operating
System

Linux Linux Kernel 2.4.20 All All All

Operating
System

Linux Linux Kernel 2.4.21 All All All

Operating
System

Linux Linux Kernel 2.4.21 pre1 All All

Operating
System

Linux Linux Kernel 2.4.21 pre4 All All

Operating
System

Linux Linux Kernel 2.4.21 pre7 All All

Operating
System

Linux Linux Kernel 2.4.22 All All All

Operating
System

Linux Linux Kernel 2.4.23 All All All

Operating
System

Linux Linux Kernel 2.4.23 pre9 All All

Operating
System

Linux Linux Kernel 2.4.23_ow2 All All All

Operating
System

Linux Linux Kernel 2.4.24 All All All

Operating Linux Linux Kernel 2.4.24_ow1 All All All
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System

Linux Linux Kernel 2.4.24_ow1 All All All

Operating
System

Linux Linux Kernel 2.4.25 All All All

Operating
System

Linux Linux Kernel 2.4.26 All All All

Operating
System

Linux Linux Kernel 2.4.27 All All All

Operating
System

Linux Linux Kernel 2.4.27 pre1 All All

Operating
System

Linux Linux Kernel 2.4.27 pre2 All All

Operating
System

Linux Linux Kernel 2.4.27 pre3 All All

Operating
System

Linux Linux Kernel 2.4.27 pre4 All All

Operating
System

Linux Linux Kernel 2.4.27 pre5 All All

Operating
System

Linux Linux Kernel 2.4.3 All All All

Operating
System

Linux Linux Kernel 2.4.4 All All All

Operating
System

Linux Linux Kernel 2.4.5 All All All

Operating
System

Linux Linux Kernel 2.4.6 All All All

Operating
System

Linux Linux Kernel 2.4.7 All All All

Operating
System

Linux Linux Kernel 2.4.8 All All All

Operating
System

Linux Linux Kernel 2.4.9 All All All

Operating
System

Redhat Enterprise Linux 2.1 All advanced_server All

Operating
System

Redhat Enterprise Linux 2.1 All advanced_server_ia64 All

Operating
System

Redhat Enterprise Linux 2.1 All enterprise_server All

Operating
System

Redhat Enterprise Linux 2.1 All enterprise_server_ia64 All

Operating
System

Redhat Enterprise Linux 2.1 All workstation All

Operating
System

Redhat Enterprise Linux 2.1 All workstation_ia64 All

Operating
System

Redhat Enterprise Linux 3.0 All advanced_server All

Operating Redhat Enterprise Linux 3.0 All enterprise_server All
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