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AVLACHAUNICCICAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

A "missing serialization" error in the unix_dgram_recvmsg function in
Linux 2.4.27 and earlier, and 2.6.x up to 2.6.9, allows local users to
gain privileges via a race condition.

CVE-2004-1068 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.2- MEDIUM

Access Access Authentication
Vector Complexity
[ HiGH | [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Debian -- Security Information -- DSA-1067-1 kernel- (@ DEBIAN DSA-1067
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Debian -- Security Information -- DSA-1082-1 kernel-
source-2.4.17

No Description Provided
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Security Announcement

Debian -- Security Information -- DSA-1069-1 kernel-
source-2.4.18
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2419
SecurityFocus

SGI ProPack kernel Multiple Vulnerabilities - Advisories
- Secunia

text/html
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text/html
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www.redhat.com
text/html

web.archive.org
text/html

bugzilla.fedora.us
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www.mandriva.com
text/html

web.archive.org
text/html

oval.cisecurity.org
text/html

exchange.xforce.ibmcloud.com
text/html

www.redhat.com
text/html

web.archive.org

text/html
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text/html
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www.debian.org
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text/html
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text/html
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text/html
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<= 2.4.27 vulnerabilities
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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dkak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.4.0:test11:*:* % :*:

dkak kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*;

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test4:*:*:**:*:*:

koK KKk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:*:*:**:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1:*:*:***:%:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.10: "%

akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

akakukakakk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

akakkakukk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

akakakakukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:



KRk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:**: %

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.20:** """

Kk kKoK kK,

cpe:2.3:0:linux:linux_kernel:2.4.21 %" "%

akak Lk akakk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pret:*:*:*:*:*:*:

akak Lk akakk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pred:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*:** "

AnntD eaclinniveliniiy barnal:D A A K ockakokokak ok,
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cpe:2.3:0:linux:linux_kernel:2.4.5: %% % *:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.4.7:*:

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:*

cpe:2.3:0:linux:linux_kernel:2.4.9:

cpe:2.3:0:linux:linux_kernel:2.4.0:*:*:* "

SRk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test11:*: "

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1: =% "

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.14:* "

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.15:* "%

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4 17

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.18:*: """

dkakLk kK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:":*:*:*:



KRk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

KRk Rk k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

KKk Rk k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

Kk kKR uk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.19:** """

KKk akakak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:**:*:

Kk koK akak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

Kk ok akakak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9Q:*:*:*:*:*:*:

dkLkLk ok k LRk,

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:**:*:

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.24:*:*:* >

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:* %% *:*



cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:*:***:*

cpe:2.3:0:linux:linux_kernel:2.4.27:pret :*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:pred:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*:**:

cpe:2.3:0:linux:linux_kernel:2.4.4:*:

cpe:2.3:0:linux:linux_kernel:2.4.5:*:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.7:%:*:** %"

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.9:*:*:***:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:advanced_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:advanced_server_iab4:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:enterprise_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:enterprise_server_iab4:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:.workstation:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:workstation_ia64:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:3.0:*:advanced_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:3.0:*:enterprise_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:3.0:*:workstation_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:advanced_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:advanced_server_iab4:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:enterprise_server:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:enterprise_server_iab4:*:*:*:*:*:
cpe:2.3:0:redhat:enterprise_linux:2.1:*:workstation:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux:2.1:*:workstation_ija64:*:*:*:*:*:



dkak kR k.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:advanced_server:*:*:*:*:*:

Skukakukak.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:enterprise_server:*:*:*:*:*:

akak kKK,

cpe:2.3:0:redhat:enterprise_linux:3.0:*:workstation_server:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:0:redhat:enterprise_linux_desktop:3.0:*:**:***:*:

cpe:2.3:0:redhat:enterprise_linux_desktop:3.0:*:**:*:**:*:

kKK kK,

cpe:2.3:0:redhat:linux_advanced_workstation:2.1:*:ia64:*:*:*:*:*:

Lkakakukak.

cpe:2.3:0:redhat:linux_advanced_workstation:2.1:*:itanium_processor:*:*:*:*:*:

kK kKK,

cpe:2.3:0:redhat:linux_advanced_workstation:2.1:*:ia64:*:*:*:*:*:

LRk kKK,

cpe:2.3:0:ubuntu:ubuntu_linux:4.1:*:ia64:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:ubuntu:ubuntu_linux:4.1:*:ppc:*:*:**:*:

KKk ok ak,

cpe:2.3:0:ubuntu:ubuntu_linux:4.1:*:ia64:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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