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Summary

CVE CVE-2004-1082

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-02-03 05:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description mod_digest_apple for Apache 1.3.31 and 1.3.32 on Mac OS X Server does not properly verify the nonce of a client response, which allows remote attackers to replay credentials.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All
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Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.7 All dev All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.7 All dev All

Application Apache Http Server 1.3.9 All All All

Application Apple Apache Mod Digest Apple All All All All

Application Apple Apache Mod Digest Apple All All All All

Application Avaya Communication Manager 1.1 All All All

Application Avaya Communication Manager 1.3.1 All All All

Application Avaya Communication Manager 2.0 All All All

Application Avaya Communication Manager 2.0.1 All All All

Application Avaya Communication Manager 1.1 All All All

Application Avaya Communication Manager 1.3.1 All All All

http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apple
http://cve.report/software/apple/apache_mod_digest_apple
http://cve.report/vendor/apple
http://cve.report/software/apple/apache_mod_digest_apple
http://cve.report/vendor/avaya
http://cve.report/software/avaya/communication_manager
http://cve.report/vendor/avaya
http://cve.report/software/avaya/communication_manager
http://cve.report/vendor/avaya
http://cve.report/software/avaya/communication_manager
http://cve.report/vendor/avaya
http://cve.report/software/avaya/communication_manager
http://cve.report/vendor/avaya
http://cve.report/software/avaya/communication_manager
http://cve.report/vendor/avaya
http://cve.report/software/avaya/communication_manager


Application Avaya Communication Manager 2.0 All All All

Application Avaya Communication Manager 2.0.1 All All All

Application Avaya Intuity Audix Lx All All All All

Application Avaya Intuity Audix Lx All All All All

Application Avaya Mn100 All All All All

Application Avaya Mn100 All All All All

Operating System Avaya Modular Messaging Message Storage Server 1.1 All All All

Operating System Avaya Modular Messaging Message Storage Server 2.0 All All All

Operating System Avaya Modular Messaging Message Storage Server 1.1 All All All

Operating System Avaya Modular Messaging Message Storage Server 2.0 All All All

Application Avaya Network Routing All All All All

Application Avaya Network Routing All All All All

Application Hp Virtualvault 4.5 All All All

Application Hp Virtualvault 4.6 All All All

Application Hp Virtualvault 4.7 All All All

Application Hp Virtualvault 4.5 All All All

Application Hp Virtualvault 4.6 All All All

Application Hp Virtualvault 4.7 All All All

Application Hp Webproxy a.02.00 All All All

Application Hp Webproxy a.02.10 All All All

Application Hp Webproxy a.02.00 All All All

Application Hp Webproxy a.02.10 All All All

Application Ibm Http Server 1.3.19 All All All

Application Ibm Http Server 1.3.19 All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Operating System Openbsd Openbsd current All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Operating System Openbsd Openbsd current All All All

Operating System Sco Openserver 5.0.6 All All All

Operating System Sco Openserver 5.0.7 All All All

Operating System Sco Openserver 5.0.6 All All All

Operating System Sco Openserver 5.0.7 All All All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All
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Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.8 All All All

References

Reference Source Link

APPLE-SA-2004-12-02 Security Update 2004-12-02 APPLE lists.apple.com

Apache mod_digest Client-Supplied Nonce Verification Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityTracker.com Archives - Apache mod_digest_apple Lets Remote Users Replay Authentication Credentials SECTRACK www.securitytracker.com

P-049: Apple Security Update 2004-12-02 CIAC www.ciac.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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