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CVE CVE-2004-1094
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-10 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Buffer overflow in InnerMedia DynaZip DUNZIP32.dll file version 5.00.03 and earlier allows remote attackers to execute ark

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkmark Checkmark Payroll 3.7.5 All All All


https://cve.report/
https://cve.report/CVE-2004-1094/mitre
https://cve.report/CVE-2004-1094/nist
https://cve.report/CVE-2004-1094/cve_org
https://cve.report/api/cve/CVE-2004-1094.json
https://cve.report/CVE-2004-1094.pdf
http://cve.report/vendor/checkmark
http://cve.report/software/checkmark/checkmark_payroll

Application Checkmark Checkmark Payroll 3.9.1 All All All
Application Checkmark Checkmark Payroll 3.9.2 All All All
Application Checkmark Checkmark Payroll 3.9.3 All All All
Application Checkmark Checkmark Payroll 3.9.4 All All All
Application Checkmark Checkmark Payroll 3.95 All All All
Application Checkmark Checkmark Payroll All All All All
Application Checkmark Multiledger 6.0.3 All All All
Application Checkmark Multiledger 6.0.5 All All All
Application Checkmark Multiledger 7.0.0 All All All
Application Checkmark Multiledger All All All All
Application Innermedia Dynazip Library 5.00.00 All All All
Application Innermedia Dynazip Library 5.00.01 All All All
Application Innermedia Dynazip Library 5.00.02 All All All
Application Innermedia Dynazip Library 5.00.03 All All All
Application Realnetworks Realone Player 1.0 All All All
Application Realnetworks Realone Player 2.0 All All All
Application Realnetworks Realplayer 10.0 All All All
Application Realnetworks Realplayer 10.0_6.0.12.690 All All All
Application Realnetworks Realplayer 10.0_beta All All All
Application Realnetworks Realplayer 10.5 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1016_beta All All All
Application Realnetworks Realplayer 10.5_6.0.12.1040 All All All
Application Realnetworks Realplayer 10.5_6.0.12.1053 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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This domain name is registered with Netim af8:
Customer Support - Real Security Updates af8!
SecuriTeam - CheckMark MultiLedger Buffer Overflow Vulnerability (DUNZIP32.dll) af8:
'High Risk Vulnerability in RealPlayer' - MARC af8!
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af8:
CheckMark Payroll DUNZIP32.dll Buffer Overflow Vulnerability - Advisories - Secunia af8!
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http://www.securiteam.com/windowsntfocus/6Z00W00EAM.html
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OECUIILY I TACKET.COITI AICITIIVES - Rediridyer SKIl rie puller Uverinow ividy LEL REeINoLle Users riur Aroildry vuoue dlo:
US-CERT Vulnerability Note VU#582498 af8!
Neohapsis Archives - Full Disclosure List - #1044 - [Full-Disclosure] EEYE: RealPlayer Zipped Skin File Buffer Overflow af8:
SecurityTracker.com Archives - DynaZip Buffer Overflow in Processing Long Filenames May Let Remote Users Execute Arbitrary Code  af8:
This domain name is registered with Netim af8:
This domain name is registered with Netim af8!
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af8!
This domain name is registered with Netim af8!
Secunia - Advisories - McAfee VirusScan DUNZIP32.dll Buffer Overflow Vulnerability af8:
InnerMedia DynaZip Remote Stack Based Buffer Overflow Vulnerability af8:
SecurityFocus af8!
IBM Lotus Notes Buffer Overflow in 'DUNZIP32.dII' Lets Remote Users Execute Arbitrary Code - Security Tracker af8:
IBM X-Force Exchange af8!
dtSearch DUNZIP32.dll Buffer Overflow Vulnerability - Advisories - Secunia af8:
SecurityReason - dtSearch DUNZIP32.dIl Buffer Overflow Vulnerability af8:
SecurityFocus af8:
Secunia - Advisories - CheckMark MultiLedger DUNZIP32.dIl Buffer Overflow Vulnerability af8!
SecurityFocus af8:
This domain name is registered with Netim af8!
SecurityReason af8:
www.osvdb.org/19906 af8:
IBM X-Force Exchange af8:
CVE Program record CcVv
NVD vulnerability detail NVI
(| | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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