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Summary

CVE CVE-2004-1098

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-10 05:00:00 UTC

Updated 2017-07-11 01:30:00 UTC

Description MIMEDefang in MIME-tools 5.414 allows remote attackers to bypass virus scanning capabilities via an e-mail attachment with a virus that contains an empty boundary string in the Content-Type header.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.1 All All All

Operating System Mandrakesoft Mandrake Linux 10.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.1 All All All

Operating System Mandrakesoft Mandrake Linux 10.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All

Application Roaring Penguin Mimedefang 2.14 All All All

https://cve.report/
https://cve.report/CVE-2004-1098/mitre
https://cve.report/CVE-2004-1098/nist
https://cve.report/CVE-2004-1098/cve_org
https://cve.report/CVE-2004-1098.pdf
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/roaring_penguin
http://cve.report/software/roaring_penguin/mimedefang


Application Roaring Penguin Mimedefang 2.14 All All All

Application Roaring Penguin Mimedefang 2.20 All All All

Application Roaring Penguin Mimedefang 2.21 All All All

Application Roaring Penguin Mimedefang 2.38 All All All

Application Roaring Penguin Mimedefang 2.39 All All All

Application Roaring Penguin Mimedefang 2.4 All All All

Application Roaring Penguin Mimedefang 2.41 All All All

Application Roaring Penguin Mimedefang 2.42 All All All

Application Roaring Penguin Mimedefang 2.43 All All All

Application Roaring Penguin Mimedefang 2.44 All All All

Application Roaring Penguin Mimedefang 2.45 All All All

Application Roaring Penguin Mimedefang 4.46 All All All

Application Roaring Penguin Mimedefang 4.47 All All All

Application Roaring Penguin Mimedefang 2.14 All All All

Application Roaring Penguin Mimedefang 2.20 All All All

Application Roaring Penguin Mimedefang 2.21 All All All

Application Roaring Penguin Mimedefang 2.38 All All All

Application Roaring Penguin Mimedefang 2.39 All All All

Application Roaring Penguin Mimedefang 2.4 All All All

Application Roaring Penguin Mimedefang 2.41 All All All

Application Roaring Penguin Mimedefang 2.42 All All All

Application Roaring Penguin Mimedefang 2.43 All All All

Application Roaring Penguin Mimedefang 2.44 All All All

Application Roaring Penguin Mimedefang 2.45 All All All

Application Roaring Penguin Mimedefang 4.46 All All All

Application Roaring Penguin Mimedefang 4.47 All All All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All
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Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.2 All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo Linux Documentation -- MIME-tools: Virus detection evasion GENTOO www.gentoo.org Patch, Vendor Advisory

Advisories - Mandriva MANDRAKE www.mandriva.com

[Mimedefang] SECURITY: Patch for MIME-tools MLIST lists.roaringpenguin.com

Roaring Penguin Software MIMEDefang Multiple Unspecified Vulnerabilities BID www.securityfocus.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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