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Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCHCAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Multiple vulnerabilities in the IGMP functionality for Linux kernel 2.4.22
to 2.4.28, and 2.6.x t0 2.6.9, allow local and remote attackers to cause
a denial of service or execute arbitrary code via (1) the ip_mc_source
function, which decrements a counter to -1, or (2) the
igmp_marksources function, which does not properly validate IGMP
message parameters and performs an out-of-bounds read.

CVE-2004-1137 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 10-HIGH

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
IBM X-Force Exchange € XF linux-igmpmarksources-dos(18482)
[ marc.info | (%) BUGTRAQ 20041214 [USN-38-1] Linux kernel vulnerabilities
text/html
rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:092
tsxtitml)|
(7) FEDORA FLSA:2336



https://cve.report/
https://cve.report/CVE-2004-1137/mitre
https://cve.report/CVE-2004-1137/nist
https://cve.report/CVE-2004-1137/cve_org
https://cve.report/CVE-2004-1137.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2004/https://exchange.xforce.ibmcloud.com/vulnerabilities/18482
http://marc.info/?l=bugtraq&m=110306397320336&w=2
http://www.redhat.com/support/errata/RHSA-2005-092.html
https://bugzilla.fedora.us/show_bug.cgi?id=2336

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:11144

Advisories - Mandriva & MANDRAKE MDKSA-2005:022

Home - Conectiva {§ CONECTIVA CLA-2005:930

[ isec.pl | () MISC isec.pl/vulnerabilities/isec-0018-igmp.txt

Security Announcement ot SUSE SUSE-SA:2004:044

IBM X-Force Exchange € XF linux-ipmcsource-code-execution(18481)
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.4.0 All All All
System

Operating Linux Linux Kernel 2.4.0 test1 All All
System

Operating Linux Linux Kernel 2.4.0 test10 All All
System

Operating Linux Linux Kernel 2.4.0 test11 All All
System

Operating Linux Linux Kernel 2.4.0 test12 All All
System

Operating Linux Linux Kernel 2.4.0 test2 All All
System

Operating Linux Linux Kernel 2.4.0 test3 All All
System

Operating Linux Linux Kernel 24.0 test4 All All
System

Operating Linux Linux Kernel 2.4.0 tests All All
System

Operating Linux Linux Kernel 2.4.0 test6 All All
System

Operating Linux Linux Kernel 2.4.0 test7 All All
System

Operating Linux Linux Kernel 2.4.0 test8 All All


https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11144
http://www.mandriva.com/security/advisories?name=MDKSA-2005:022
http://distro.conectiva.com.br/atualizacoes/index.php?id=a&anuncio=000930
https://cve.report/CVE-2004-1137/ab625efa
https://web.archive.org/web/2004/http://www.novell.com/linux/security/advisories/2004_44_kernel.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/18481
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cpe:2.3:0:linux:linux_kernel:2.4.0:*: """

akk LKLk LK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

kKKK LKk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test4:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1:*:*:*x*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.10:*:*:*

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.12:** "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.15: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.16:*:*:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.17:** "

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*:***:*:*:

dkak kKK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

Kk Lk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:
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akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

akkkokukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:*:*:*:*:

akLkkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:***:**:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.20:*:*:**:**:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.271 %

kKR akukk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:*:*:*:*:*:*:

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:***:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.23:*:*:* "

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

dkakk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:*:*:*:

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:2.4.24:*:*:***:*:*:

ARk koK kR k.

cpe:2.3:0:linux:linux_kernel:2.4.24_ow 1 > "

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.27:*:*:* """



cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: """

cpe:2.3:0:linux:linux_kernel:2.4.4:*:*:** """

cpe:2.3:0:linux:linux_kernel:2.4.5: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.7:*:*:***: "

cpe:2.3:0:linux:linux_kernel:2.4.8::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0::*:***:*:*:

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

dkak Lk akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*;

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

kKKK k.

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKKK k.

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*: %

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:**:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:**:*:*:

AkLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:™:*:*:*:

dkk Lk ok Lk ak k.

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.0:: "

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*:*:*:*:*:*:

akak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*;

akak kR kak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:™:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:*: " :*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

Rk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1 %

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.10: %"

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.11 ="



Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.18:*: """

dkakakk k.

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86::*:*:*:*:

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

dkakkakukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.19:****:**:*;

KRk ok kuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

Kk kR kR,

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:%:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.20:**:***:*:*:

Kk koK akak.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:*:*:*:*:*:*:

Kk akakak k.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:*:*:**:*:*:



Ak Lkuk ok kakk,

cpe:2.3:0:linux:linux_kernel:2.4.24_ow1 ™" ™

ARk LKLk LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.25:**:* "%

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.27:*:** "

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pret:*:*:***:*:

akakkakukuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

Akakukokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pred:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.28:*:*:**:**:*;

cpe:2.3:0:linux:linux_kernel:2.4.3:* % :**:

cpe:2.3:0:linux:linux_kernel:2.4.4::*:*x*:**:

cpe:2.3:0:linux:linux_kernel:2.4.5: % *:**:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:* " ::

cpe:2.3:0:linux:linux_kernel:2.4. 7

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.4.9:*:***:**::

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*:*:*:*::

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

Rk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

rna 2 BAaclinnivilinniy karnal'2 R NtactA-*-*xkk .



cpe:2.3:0:linux:linux_kernel:2.6.1:*:*: % *:":*:

akLk LKk Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:":*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

ak Kk R akuk.

cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

Lk kKR k.

cpe:2.3:0:ubuntu:ubuntu_linux:4.1:*:ia64:*:*:*:*:*:

KKk Kk,

cpe:2.3:0:ubuntu:ubuntu_linux:4.1:*:ppc:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:ubuntu:ubuntu_linux:4.1:*:ppc:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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