CVE-2004-1156
Published on: 12/10/2004 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:10 PM UTC

CVE-2004-1156

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following
vulnerability:

Mozilla before 1.7.6, and Firefox before 1.0.1, allows remote attackers

to spoof arbitrary web sites by injecting content from one window into a
target window whose name is known but resides in a different domain,

as demonstrated using a pop-up window on a trusted web site, aka the
"window injection" vulnerability.

CVE-2004-1156 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity
[NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:100045
Gentoo Linux Documentation -- Mozilla Firefox: ¢» GENTOO GLSA-200503-10
Various vulnerabilities
Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:10117
Secunia - Multiple Browsers Window Injection { MISC
Vulnerability Test secunia.com/multiple_browsers_window_injection_vulnerability_test/
rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:176



https://cve.report/
https://cve.report/CVE-2004-1156/mitre
https://cve.report/CVE-2004-1156/nist
https://cve.report/CVE-2004-1156/cve_org
https://cve.report/CVE-2004-1156.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A100045
http://www.gentoo.org/security/en/glsa/glsa-200503-10.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10117
https://web.archive.org/web/2004/http://secunia.com/multiple_browsers_window_injection_vulnerability_test/
http://www.redhat.com/support/errata/RHSA-2005-176.html

oecurlid - AQVISOTIES - IVIOZlld / IVIOZlld FIrelox W I\ OEVUNIA 15129
Window Injection Vulnerability
text/html

Gentoo Linux Documentation -- Mozilla Suite: ¢» GENTOO GLSA-200503-30
Multiple vulnerabilities

MFSA 2005-13: Window Injection Spoofing B3 CONFIRM www.mozilla.org/security/announce/mfsa2005-13.html

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:384

About Secunia Research | Flexera Y MISC secunia.com/secunia_research/2004-13/advisory/

text/plain

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All

Application Mozilla Mozilla 0.8 All All All
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cpe:2.3:a:mozilla:mozilla:0.9.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:0.9.9:*:*: " *:*:

cpe:2.3:a:xmozilla:mozilla:1.0:*:*:* "

akakkokakk.

cpe:2.3:a:mozilla:mozilla:1.0:rc2:*:*:*:*:*::

cpe:2.3:a:mozilla:mozilla:1.0.1:*:* "

cpe:2.3:a:mozilla:mozilla:1.0.2:*:*:*:**:":*:

cpe:2.3:a:mozilla:mozilla: 1.1

dkkakuk k.

cpe:2.3:a:mozilla:zmozilla:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.2:*:*:*:*:**::

KRk okukuk.

cpe:2.3:a:mozilla:mozilla:1.2:alpha:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.2:beta:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.2.1:* % *: "
cpe:2.3:a:mozilla:mozilla:1.3:*:*:*:***:*:
cpe:2.3:a:mozilla:mozilla:1.3.1:*****:*:*:
cpe:2.3:a:mozilla:mozilla:1.4:
cpe:2.3:a:mozilla:mozilla:1.4:alpha:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.4:beta:*:***:*:*:
cpe:2.3:a:mozilla:mozilla:1.4. 1 "
cpe:2.3:a:mozilla:mozilla:1.4.2:* > "
cpe:2.3:a:mozilla:mozilla:1.5:*:***: %
cpe:2.3:a:mozilla:mozilla:1.5.1 % "
cpe:2.3:a:xmozilla:mozilla:1.6:*:*:**:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.7:*:*:**: %

Kk ok akak k.

cpe:2.3:a:mozilla:mozilla:1.7:alpha:*:*:*:*:*:*:



cpe:2.3:a:mozilla:mozilla:1.7. 1% %"
cpe:2.3:a:mozilla:mozilla:1.7.2:*:*: %"

cpe:2.3:a:mozilla:mozilla:1.7.3:*:*: """

No vendor comments have been submitted for this CVE
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