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Certain versions of Ie from Microsoft contain the following vulnerability:

CRLF injection vulnerability in Microsoft Internet Explorer
6.0.2800.1106 and earlier allows remote attackers to execute arbitrary
FTP commands via an ftp:// URL that contains a URL-encoded newline
("%0a") before the FTP command, which causes the commands to be
inserted into the resulting FTP session, as demonstrated using a
PORT command.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2008-0870

RETIRED: Microsoft Internet Explorer FTP Cross-Site Command
Injection Vulnerability

cve.report (archive)

text/html

 BID 28208

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 12299

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20080313 Rapid7
Advisory R7-0032: Microsoft
Internet Explorer FTP Command
Injection Vulnerability

CVE-2004-1166 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2004-1166/mitre
https://cve.report/CVE-2004-1166/nist
https://cve.report/CVE-2004-1166/cve_org
https://cve.report/CVE-2004-1166.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2008/0870
http://cve.report/bid/28208
http://www.osvdb.org/12299
http://www.securityfocus.com/archive/1/489500/100/0/threaded


Microsoft Security Bulletin MS06-042 - Critical | Microsoft Docs docs.microsoft.com

text/html

 MS MS06-042

Microsoft Internet Explorer FTP URI Arbitrary FTP Server Command
Execution Vulnerability

Exploit

Vendor Advisory

cve.report (archive)

text/html

 BID 11826

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2006-3212

Rapid7 Security Advisory R7-0032: Microsoft Internet Explorer FTP
Command Injection Vulnerability

web.archive.org

text/html

Inactive Link Not Archived

 MISC
www.rapid7.com/advisories/R7-
0032.jsp

'7a69Adv#15 - Internet Explorer FTP command injection' - MARC marc.info

text/html

 BUGTRAQ 20041207
7a69Adv#15 - Internet Explorer
FTP command injection

Secunia - Advisories - Microsoft Internet Explorer FTP Command
Injection Vulnerability

Vendor Advisory

web.archive.org

text/html

 SECUNIA 13404

SecurityTracker.com Archives - Microsoft Internet Explorer Input
Validation Error in Processing FTP URLs May Let Remote Users Inject
Arbitrary FTP Commands

securitytracker.com

text/html

 SECTRACK 1012444

Internet Explorer FTP Command Injection Vulnerability - Secunia
Advisories - Vulnerability Intelligence - Secunia.com

Vendor Advisory

web.archive.org

text/html

 SECUNIA 29346

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF web-browser-ftp-command-
execution(18384)

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:462

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-042
http://cve.report/bid/11826
http://www.vupen.com/english/advisories/2006/3212
https://web.archive.org/web/2004/http://www.rapid7.com/advisories/R7-0032.jsp
http://marc.info/?l=bugtraq&m=110253463305359&w=2
https://web.archive.org/web/2004/http://secunia.com/advisories/13404
http://securitytracker.com/id?1012444
https://web.archive.org/web/2004/http://secunia.com/advisories/29346
https://exchange.xforce.ibmcloud.com/vulnerabilities/18384
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A462
mailto:%20comment@cve.report
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer


← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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