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AVNACLAUNCCICAC Certain versions of Sugarcrm from Sugarcrm contain the following
’ vulnerability:

SQL injection vulnerability in SugarCRM Sugar Sales before 2.0.1a
allows remote attackers to execute arbitrary SQL commands and gain
privileges via the record parameter in a DetailView action to index.php,
and record parameters in other functionality.

CVE-2004-1225 has been assigned by [J] cve@mitre.org to track the vulnerability
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CVE References

Description Tags Link

Contact Support ) MISC www.gulftech.org/?
node=research&article id=00053-120104

SugarCRM Multiple Input Validation [ Exploit | D BID 11740

Vulnerabilities
[ marc.info | ) BUGTRAQ 20041213 SugarSales Multiple Vulnerabilities

IBM X-Force Exchange € XF sugarcrm-record-sql-injection(18325)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/CVE-2004-1225/mitre
https://cve.report/CVE-2004-1225/nist
https://cve.report/CVE-2004-1225/cve_org
https://cve.report/CVE-2004-1225.pdf
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.gulftech.org/?node=research&article_id=00053-120104
http://cve.report/bid/11740
http://marc.info/?l=bugtraq&m=110295433323795&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/18325
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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