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Summary

CVE CVE-2004-1312

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-03 05:00:00 UTC

Updated 2008-09-05 20:40:00 UTC

Description A bug in the HTML parser in a certain Microsoft HTML library, as used in various third party products, may allow remote attackers to cause a denial of service via certain strings, as reported in GFI MailEssentials for Exchange 9 and 10, and GFI MailSecurity for Exchange 8, which causes emails to remain in IIS or Exchange mail queues.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gfi Mailessentials 10.0 All exchange_smtp All

Application Gfi Mailessentials 10.1 All exchange_smtp All

Application Gfi Mailessentials 9.0 All exchange_smtp All

Application Gfi Mailessentials 10.0 All exchange_smtp All

Application Gfi Mailessentials 10.1 All exchange_smtp All

Application Gfi Mailessentials 9.0 All exchange_smtp All

Application Gfi Mailsecurity 8.0 All exchange_smtp All

Application Gfi Mailsecurity 8.0 All exchange_smtp All

References

Reference Source Link Tags

www.csis.dk/default.asp MISC www.csis.dk Vendor Advisory

GFI MailEssentials and MailSecurity HTML Email Remote Denial of Service Vulnerability BID www.securityfocus.com

An error has occured CONFIRM kbase.gfi.com Patch, Vendor Advisory

Secunia - Advisories - GFI MailEssentials / MailSecurity Mail Processing Denial of Service SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2004-1312/mitre
https://cve.report/CVE-2004-1312/nist
https://cve.report/CVE-2004-1312/cve_org
https://cve.report/CVE-2004-1312.pdf
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailessentials
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailessentials
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailessentials
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailessentials
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailessentials
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailessentials
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailsecurity
http://cve.report/vendor/gfi
http://cve.report/software/gfi/mailsecurity
http://www.csis.dk/default.asp?m=1&a=194
http://www.securityfocus.com/bid/12148
http://kbase.gfi.com/showarticle.asp?id=KBID002249
http://secunia.com/advisories/13708
https://www.cve.org/CVERecord?id=CVE-2004-1312
https://nvd.nist.gov/vuln/detail/CVE-2004-1312


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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