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CVE-2004-1315

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Phpbb from Phpbb Group contain the following
vulnerability:

viewtopic.php in phpBB 2.x before 2.0.11 improperly URL decodes the
highlight parameter when extracting words and phrases to highlight,
which allows remote attackers to execute arbitrary PHP code by
double-encoding the highlight value so that special characters are
inserted into the result, which is then processed by PHP exec, as

exploited by the Santy.A worm.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

phpBB.com :: View topic - howdark.com exploits - follow up Vendor Advisory

www.phpbb.com

text/html

 CONFIRM
www.phpbb.com/phpBB/viewtopic.php?
t=240513

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF phpbb-view-sql-injection(18052)

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20041222 Re: phpBB
Worm

Gentoo Security security.gentoo.org

text/html

 GENTOO GLSA-200411-32

'EXEC exploit in phpBB - fix' thread - MARC marc.info  BUGTRAQ 20041118 EXEC exploit

CVE-2004-1315 has been assigned by  cve@mitre.org to track the vulnerability

 �
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https://cve.report/
https://cve.report/CVE-2004-1315/mitre
https://cve.report/CVE-2004-1315/nist
https://cve.report/CVE-2004-1315/cve_org
https://cve.report/CVE-2004-1315.pdf
http://cve.report/software/phpbb_group/phpbb
http://cve.report/vendor/phpbb_group
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.phpbb.com/phpBB/viewtopic.php?t=240513
https://exchange.xforce.ibmcloud.com/vulnerabilities/18052
http://www.securityfocus.com/archive/1/385208
https://security.gentoo.org/glsa/200411-32


'EXEC exploit in phpBB - fix' thread - MARC marc.info

text/html

 BUGTRAQ 20041118 EXEC exploit
in phpBB - fix

US-CERT Technical Cyber Security Alert TA04-356A --
Exploitation of phpBB highlight parameter vulnerability

Patch

Third Party Advisory

US Government Resource

www.us-cert.gov

text/html

 CERT TA04-356A

phpBB Viewtopic.PHP PHP Script Injection Vulnerability cve.report (archive)

text/html

 BID 10701

'phpBB Code EXEC (v2.0.10)' - MARC marc.info

text/html

 BUGTRAQ 20041112 phpBB Code
EXEC (v2.0.10)

US-CERT Vulnerability Note VU#497400 Patch

Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#497400

Secunia - Advisories - phpBB Multiple Vulnerabilities Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 13239

'phpBB Worm' - MARC marc.info

text/html

 BUGTRAQ 20041220 phpBB Worm

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Phpbb Group Phpbb All All All All

Application Phpbb Group Phpbb 1.0.0 All All All

Application Phpbb Group Phpbb 1.0.1 All All All

Application Phpbb Group Phpbb 1.2.0 All All All

Application Phpbb Group Phpbb 1.2.1 All All All

Application Phpbb Group Phpbb 1.4.0 All All All

Application Phpbb Group Phpbb 1.4.1 All All All

Application Phpbb Group Phpbb 1.4.2 All All All

Application Phpbb Group Phpbb 1.4.4 All All All

Application Phpbb Group Phpbb 2.0.0 All All All

Application Phpbb Group Phpbb 2.0.1 All All All

Application Phpbb Group Phpbb 2.0.10 All All All

Application Phpbb Group Phpbb 2.0.2 All All All

http://marc.info/?t=110079440800004&r=1&w=2
http://www.us-cert.gov/cas/techalerts/TA04-356A.html
http://cve.report/bid/10701
http://marc.info/?l=bugtraq&m=110029415208724&w=2
http://www.kb.cert.org/vuls/id/497400
https://web.archive.org/web/2004/http://secunia.com/advisories/13239/
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Application Phpbb Group Phpbb 2.0.3 All All All

Application Phpbb Group Phpbb 2.0.4 All All All

Application Phpbb Group Phpbb 2.0.5 All All All

Application Phpbb Group Phpbb 2.0.6 All All All

Application Phpbb Group Phpbb 2.0.6c All All All

Application Phpbb Group Phpbb 2.0.6d All All All

Application Phpbb Group Phpbb 2.0.7 All All All

Application Phpbb Group Phpbb 2.0.7a All All All

Application Phpbb Group Phpbb 2.0.8 All All All

Application Phpbb Group Phpbb 2.0.8a All All All

Application Phpbb Group Phpbb 2.0.9 All All All

Application Phpbb Group Phpbb 2.0_beta1 All All All

Application Phpbb Group Phpbb 2.0_rc1 All All All

Application Phpbb Group Phpbb 2.0_rc2 All All All

Application Phpbb Group Phpbb 2.0_rc3 All All All

Application Phpbb Group Phpbb 2.0_rc4 All All All

Application Phpbb Group Phpbb All All All All

Application Phpbb Group Phpbb 1.0.0 All All All

Application Phpbb Group Phpbb 1.0.1 All All All

Application Phpbb Group Phpbb 1.2.0 All All All

Application Phpbb Group Phpbb 1.2.1 All All All

Application Phpbb Group Phpbb 1.4.0 All All All

Application Phpbb Group Phpbb 1.4.1 All All All

Application Phpbb Group Phpbb 1.4.2 All All All

Application Phpbb Group Phpbb 1.4.4 All All All

Application Phpbb Group Phpbb 2.0.0 All All All

Application Phpbb Group Phpbb 2.0.1 All All All

Application Phpbb Group Phpbb 2.0.10 All All All

Application Phpbb Group Phpbb 2.0.2 All All All

Application Phpbb Group Phpbb 2.0.3 All All All

Application Phpbb Group Phpbb 2.0.4 All All All

Application Phpbb Group Phpbb 2.0.5 All All All

Application Phpbb Group Phpbb 2.0.6 All All All

Application Phpbb Group Phpbb 2.0.6c All All All

Application Phpbb Group Phpbb 2.0.6d All All All

Application Phpbb Group Phpbb 2.0.7 All All All
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Application Phpbb Group Phpbb 2.0.7 All All All

Application Phpbb Group Phpbb 2.0.7a All All All

Application Phpbb Group Phpbb 2.0.8 All All All

Application Phpbb Group Phpbb 2.0.8a All All All

Application Phpbb Group Phpbb 2.0.9 All All All

Application Phpbb Group Phpbb 2.0_beta1 All All All

Application Phpbb Group Phpbb 2.0_rc1 All All All

Application Phpbb Group Phpbb 2.0_rc2 All All All

Application Phpbb Group Phpbb 2.0_rc3 All All All

Application Phpbb Group Phpbb 2.0_rc4 All All All

cpe:2.3:a:phpbb_group:phpbb:*:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6c:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6d:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7a:*:*:*:*:*:*:*:
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cpe:2.3:a:phpbb_group:phpbb:2.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.8a:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0_beta1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0_rc1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0_rc2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0_rc3:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0_rc4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:*:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:1.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.10:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6c:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.6d:*:*:*:*:*:*:*:

cpe:2.3:a:phpbb_group:phpbb:2.0.7:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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