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AUNACLAUNCRIPAP Certain versions of Crystal Ftp from Crystal Art Software contain the
’ following vulnerability:

Buffer overflow in Crystal FTP Client 2.8 allows remote malicious
servers to execute arbitrary code via a response to a LIST command
that contains a file name with a long extension.

CVE-2004-1327 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

IBM X-Force Exchange € XF crystal-ftp-list-bo(18594)

'Crystal FTP Pro Client Buffer Overflow' - MARC [ marc.info | ) BUGTRAQ 20041220 Crystal FTP Pro

Client Buffer Overflow

Crystal Art Crystal FTP Remote Client-Side Buffer Overflow | Exploit | ) BID 12038

Vulnerabiliy

Secunia - Advisories - Crystal FTP Client "LIST" Buffer { SECUNIA 13583

Overflow Vulnerability
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Crystal Art Software Crystal Ftp 2.4 All All All
Application Crystal Art Software Crystal Ftp 2.5 All All All
Application Crystal Art Software Crystal Ftp 2.6 All All All
Application Crystal Art Software Crystal Ftp 2.7 All All All
Application Crystal Art Software Crystal Ftp 2.8 All All All
Application Crystal Art Software Crystal Ftp 2.4 All All All
Application Crystal Art Software Crystal Ftp 25 All All All
Application Crystal Art Software Crystal Ftp 2.6 All All All
Application Crystal Art Software Crystal Ftp 2.7 All All All
Application Crystal Art Software Crystal Ftp 2.8 All All All

cpe:2.3:a:crystal_art_software:crystal_ftp:2.4:*:*:*:**:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.5:*:**:**:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.6:*:*:*:*:*:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.7:*:**:**:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.8:*:***:*:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.4:*:*:****:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.5:*:*:***:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.6:*:*:*:**:*:*:
cpe:2.3:a:crystal_art_software:crystal_ftp:2.7:*:*:****:*:

cpe:2.3:a:crystal_art_software:crystal_ftp:2.8:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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