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Stack-based buffer overflow in the FTP daemon in HP-UX 11.11i, with the -v (debug) option enabled, allows remote attacke
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Hp Hp-ux 10.01 All All All
Hp Hp-ux 10.10 All All All
Hp Hp-ux 10.20 All All All
Hp Hp-ux 10.24 All All All
Hp Hp-ux 11.00 All All All
Hp Hp-ux 11.11 All All All
Hp Hp-ux 11.11i All All All
Hp Hp-ux 11.22 All All All
Hp Hp-ux 11.23 All All All
Hp Hp-ux 11.4 All All All
Hp Hp-ux 10.01 All All All
Hp Hp-ux 10.10 All All All
Hp Hp-ux 10.20 All All All
Hp Hp-ux 10.24 All All All
Hp Hp-ux 11.00 All All All
Hp Hp-ux 11.11 All All All
Hp Hp-ux 11.11i All All All
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Operating System Hp Hp-ux 11.22
Operating System Hp Hp-ux 11.23
Operating System Hp Hp-ux 11.4
Operating System Hp Hp-ux Series 700 10.20
Operating System Hp Hp-ux Series 700 10.20
Operating System Hp Hp-ux Series 800 10.20
Operating System Hp Hp-ux Series 800 10.20
Operating System Hp Sis All
Operating System Hp Sis All
Operating System Hp Vvos 10.24
Operating System Hp Vvos 11.04
Operating System Hp Vvos 10.24
Operating System Hp Vvos 11.04
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US-CERT Vulnerability Note VU#647438

Secunia - Advisories - HP-UX FTP Server Debug Logging Buffer Overflow Vulnerability
'[Security Bulletin] - SSRT4883 HP-UX ftpd remote privileged access' - MARC
Repository / Oval Repository

HP-UX FTP Server Debug Logging Mode Buffer Overflow Vulnerability

Accenture | Let there be change

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

4] |

HP-UX ftpd Debug Logging Buffer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker
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Link
securitytracker.cor
www.kb.cert.org
secunia.com
marc.info
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www.securityfocus
www.idefense.comr
exchange.xforce.it

WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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