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CVE-2004-1335

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNINAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Memory leak in the ip_options_get function in the Linux kernel before
2.6.10 allows local users to cause a denial of service (memory
consumption) by repeatedly calling the ip_cmsg_send function.

CVE-2004-1335 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Debian -- Security Information -- DSA- (@ DEBIAN DSA-1067
1067-1 kernel-source-2.4.16

Debian -- Security Information -- DSA- (© DEBIAN DSA-1070
1070-1 kernel-source-2.4.19

Linux Kernel Multiple Local | Exploit | ) BID 11956

Vulnerabilities [ Patch |

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:016



https://cve.report/
https://cve.report/CVE-2004-1335/mitre
https://cve.report/CVE-2004-1335/nist
https://cve.report/CVE-2004-1335/cve_org
https://cve.report/CVE-2004-1335.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2006/dsa-1067
http://www.debian.org/security/2006/dsa-1070
http://cve.report/bid/11956
http://www.redhat.com/support/errata/RHSA-2005-016.html

Debian -- Security Information -- DSA- www.debian.org (© DEBIAN DSA-1082

1082-1 kernel-source-2.4.17 Depreciated Link
text/html
Fun with the linux kernel (2.6,2.4) @ MISC
Vendor Advisory www.guninski.com/where_do_you_want_billg_to_go_today_2.html

text/html

'TUSN-47-1] Linux kernel vulnerabilities' ) BUGTRAQ 20041215 [USN-47-1] Linux kernel vulnerabilities

[-wew.dsbian.org |
| Depreciated Link
 texttmi |
 Patoh |
[
[CrmEE|
 toxthtmi |
| marc.nfo
- MARC
rhn.redhat.com | Red Hat Support & REDHAT RHSA-2005:017
Secunia - Advisories - Debian update ){ SECUNIA 20202
for kernel-source-2.4.18
IBM X-Force Exchange € XF linux-ipoptionsget-memory-leak(18524)
Z (9 FULLDISC 20041215 fun with linux kernel
Secunia - Advisories - Debian update ){ SECUNIA 20338
for kernel-source-2.4.17
Debian -- Security Information -- DSA- (© DEBIAN DSA-1069
1069-1 kernel-source-2.4.18
Secunia - Advisories - Debian update YU SECUNIA 20163
for kernel-source-2.4.19
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:11085
[ texthtml |

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 24.0 All All All

System

Operating Linux Linux Kernel 2.4.0 test1 All All

System

Operating Linux Linux Kernel 2.4.0 test10 All All

System

Operating Linux Linux Kernel 2.4.0 test11 All All

System

Operating Linux Linux Kernel 2.4.0 test12 All All

System


http://www.debian.org/security/2006/dsa-1082
http://www.guninski.com/where_do_you_want_billg_to_go_today_2.html
http://marc.info/?l=bugtraq&m=110383108211524&w=2
http://www.redhat.com/support/errata/RHSA-2005-017.html
https://web.archive.org/web/2004/http://secunia.com/advisories/20202
https://exchange.xforce.ibmcloud.com/vulnerabilities/18524
http://www.securitytrap.com/mail/full-disclosure/2004/Dec/0323.html
https://web.archive.org/web/2004/http://secunia.com/advisories/20338
http://www.debian.org/security/2006/dsa-1069
https://web.archive.org/web/2004/http://secunia.com/advisories/20163
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cpe:2.3:0:linux:linux_kernel:2.4.0:: % "

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*:*:*:*:

akakuk Lk ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

akakukakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.0:test11:*:*: " :*:
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dkak Lk akkuk.

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

SRk Lk kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1 %

akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

akak Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

akak Lk akakk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

akakkokukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

akLkLkakukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

rne? R:aclinniyliniiy karnal-D 4 Q% okokekokok.



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:**: %

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:2.4.20:**:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.21 """

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pret:*:*:*:*:*:*:

akLk koK akk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

Kk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.28:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.3: " ="



cpe:2.3:0:linux:linux_kernel:2.4.4:*:*:*x*:**:

cpe:2.3:0:linux:linux_kernel:2.4.5:****:**:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.4.7:

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.4.9:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*:*:*:*::

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

SRk kL kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

KLk kK Lkuk.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:**:*::



cpe:Z.d:o:inux:ilinux_kernel.z2.b./:""mmmrm

KRk kLR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*::

Kk ak kLR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*::

Kakuk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

R

cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

ak Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.0:*:*:*

dkakak ok akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test11::*:*:":*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1: %"

akLk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:2.4.10:*: "%

Ak kLK LK kLK LK,

cpe:2.3:0:linux:linux_kernel:2.4.12:*:** "%

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: "

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.14:* x>

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.15:* %

ARk kL kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.16:™: " "™



Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.17:****

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*:*:*:**:*:

LRk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

Kk Kok akuk,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

Kk koK kK.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.19: """

akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:*:*:*:*:*:*:

akak koK ak k.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:**:*:*:*:*:

Ak kLKL Lk LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:* %"

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.23:*:*:* """

kKK okakuk.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.24 x>

ARk kR kR k.

cpe:2.3:0:linux:linux_kernel:2.4.24_ow1:*:*:*

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:* % "

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:***:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.4.27:pret :*:*:*:*:*:*:

Kk kKR uk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

KKk akakak.

cpe:2.3:0:linux:linux_kernel:2.4.27:pred:*:*:*:*:*:*:

Kk koK kK,

cpe:2.3:0:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.28:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: %" %*:
cpe:2.3:0:linux:linux_kernel:2.4.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.5:*:*: % *:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.7:%:*:***:%*:
cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*: %" *:*:

ARk Lk LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:™:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:



kK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*: "

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:

cpe:2.3:0:redhat:fedora_core:core_1.0:":":*:* "

cpe:2.3:0:redhat:fedora_core:core_2.0:*:":*:*:*:*:*:

dkkakkakakak.

cpe:2.3:0:redhat:fedora_core:core_3.0:":":*:**:*:":

dkkakkakakak.

cpe:2.3:0:redhat:fedora_core:core_1.0:":":*:* "™

cpe:2.3:0:redhat:fedora_core:core_2.0:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:0:redhat:fedora_core:core_3.0:*:*:*:**:*::

Ak kKK kLK Lk,

cpe:2.3:0:redhat:linux:7.3:*:



No vendor comments have been submitted for this CVE
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