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Summary

CVE CVE-2004-1349

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-10-04 04:00:00 UTC

Updated 2023-03-24 18:12:00 UTC

Description gzip before 1.3 in Solaris 8, when called with the -f or -force flags, will change the permissions of files that are hard linked to the target files, which allows local users to view or modify these files.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gzip All All All All

Operating System Oracle Solaris 8 All All All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.8 All All All

References

Reference Source Link Tags

Secunia - Advisories - Sun Solaris gzip "-force" File Permissions Change Vulnerability SECUNIA secunia.com Patch, Vendor Advisory

57600 SUNALERT sunsolve.sun.com Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

US-CERT Vulnerability Note VU#635998 CERT-VN www.kb.cert.org Patch, Third Party Advisory, US Government Resource
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Sun Solaris Gzip File Permission Modification Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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