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AUNACLAUNCRIPAP Certain versions of Java System Web Proxy Server from Sun contain

CONNECT requests.

the following vulnerability:

CVE-2004-1350 has been assigned by [J] cve@mitre.org to track the vulnerability

Multiple buffer overflows in Sun Java System Web Proxy Server
(formerly Sun ONE Proxy Server) 3.6 through 3.6 SP4 allow remote
attackers to execute arbitrary code via unknown vectors, possibly

CVSS2 Score: 7.5-HIGH
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CVE References

Description

Page not found | Pentest

AusCERT - ESB-2004.0691 -- Sun Alert Notification 57606 -- Buffer
Overflow Vulnerabilities in Sun Java System Web Proxy Server

Sun Java System Web Proxy Server Multiple Unspecified Buffer
Overflow Vulnerabilities

#57606: Buffer Overflow Vulnerabilities in Sun Java System Web Proxy
Server java.lang.NullPointerException

Tags

web.archive.org
text/xml

Not Archived

web.archive.org
text/html
Not Archived

Vendor Advisory
cve.report (archive)

web.archive.org
text/html

Not Archived
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Q MISC
www.pentest.co.uk/documents/ptl-
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https://cve.report/CVE-2004-1350/cve_org
https://cve.report/CVE-2004-1350.pdf
http://cve.report/software/sun/java_system_web_proxy_server
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2004/http://www.pentest.co.uk/documents/ptl-2004-06.html
https://web.archive.org/web/2004/http://www.auscert.org.au/render.html?it=4516
http://cve.report/bid/11566
https://web.archive.org/web/2004/http://sunsolve.sun.com/search/document.do?assetkey=1-26-57606-1&searchclause=security

Security Tracker.com Archives - Sun Java System Web Proxy Server

Buffer Overflow May Let Remote Users Execute Arbitrary Code Vendor Advisory
securitytracker.com
text/html

() SECTRACK 1012005

US-CERT Vulnerability Note VU#964401 US Government Resource # CERT-VN VU#964401

www.kb.cert.org
text/html

IBM X-Force Exchange STETERT AT - @ XF sun-web-proxy-bo(17920)
text/html

© OSVDB 11304

Vendor Advisory

www.osvdb.org

Inactive Link™ Not Archived

P-027: Sun Java System Web Proxy Server Buffer Overflow web.archive.org (@ CIAC P-027
Vulnerability text/html
Inactive Link™ Not Archived

Secunia - Advisories - Sun Java System Web Proxy Server Unspecified

Buffer Overflow Vulnerabilities Vendor Advisory
web.archive.org
text/html

> SECUNIA 13036

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sun Java System Web Proxy Server 3.6 All All All
Application Sun Java System Web Proxy Server 3.6 spi All All
Application Sun Java System Web Proxy Server 3.6 sp2 All All
Application Sun Java System Web Proxy Server 3.6 sp3 All All
Application Sun Java System Web Proxy Server 3.6 sp4 All All
Application Sun Java System Web Proxy Server 3.6 All All All
Application Sun Java System Web Proxy Server 3.6 sp1 All All
Application Sun Java System Web Proxy Server 3.6 sp2 All All
Application Sun Java System Web Proxy Server 3.6 sp3 All All
Application Sun Java System Web Proxy Server 3.6 sp4 All All

cpe:2.3:a:sun:java_system_web_proxy_server:3.6:*: "
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cpe:2.3:a:sun:java_system_web_proxy_server:3.6:sp3:*:*: """
cpe:2.3:a:sun:java_system_web_proxy_server:3.6:sp4:*:* "
cpe:2.3:a:sun:java_system_web_proxy_server:3.6:*:*: "

cpe:2.3:a:sun:java_system_web_proxy_server:3.6:sp1:*: """

cpe:2.3:a:sun:java_system_web_proxy_server:3.6:sp2:*: "

akLk kKKK,

cpe:2.3:a:sun:java_system_web_proxy_server:3.6:sp3:*:*: """

AKLk Lk kKK,

cpe:2.3:a:sun:java_system_web_proxy_server:3.6:sp4:*: "

No vendor comments have been submitted for this CVE
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