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CVE-2004-1361

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNIPAN Certain versions of Windows 2000 from Microsoft contain the following
vulnerability:

Integer underflow in winhlp32.exe in Windows NT, Windows 2000
through SP4, Windows XP through SP2, and Windows 2003 allows
remote attackers to execute arbitrary code via a malformed .hlp file,
which leads to a heap-based buffer overflow.

CVE-2004-1361 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
'Microsoft Windows winhlp32.exe Heap Overflow [ marc.info | 2) BUGTRAQ 20041223 Microsoft Windows
Vulnerability' - MARC application/octet-stream winhlp32.exe Heap Overflow Vulnerability
Microsoft Windows winhlp32 Phrase Integer D (2 BID 12091
Overflow Vulnerability cve.report (archive)
IBM X-Force Exchange € XF win-winhlp32-bo(18678)
404 Not Found ) MISC www.xfocus.net/flashsky/icoExp/
Not Archived
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more annronriate far voiir niirnnse  CVFrenort dnes not necessarilv endarse the views exnressed or conciir with the facts nresented nn these sites Further


https://cve.report/
https://cve.report/CVE-2004-1361/mitre
https://cve.report/CVE-2004-1361/nist
https://cve.report/CVE-2004-1361/cve_org
https://cve.report/CVE-2004-1361.pdf
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2004-1361/05e0fa4a
http://cve.report/bid/12091
https://exchange.xforce.ibmcloud.com/vulnerabilities/18678
https://web.archive.org/web/2004/http://www.xfocus.net/flashsky/icoExp/
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Operating Microsoft Windows Nt 4.0 sp6 terminal_server All
System

Operating Microsoft Windows Nt 4.0 sp6 workstation All
System
Operating Microsoft Windows Nt 4.0 sp6a enterprise_server All
System
Operating Microsoft Windows Nt 4.0 spba server All
System
Operating Microsoft Windows Nt 4.0 spba terminal_server All
System
Operating Microsoft Windows Nt 4.0 spba workstation All
System
Operating Microsoft Windows Xp All All 64-bit All
System
Operating Microsoft Windows Xp All All home All
System
Operating Microsoft Windows Xp All All media_center All
System
Operating Microsoft Windows Xp All gold professional All
System
Operating Microsoft Windows Xp All sp1 64-bit All
System
Operating Microsoft Windows Xp All spi home All
System
Operating Microsoft Windows Xp All sp1 media_center All
System
Operating Microsoft Windows Xp All sp2 home All
System
Operating Microsoft Windows Xp All sp2 media_center All
System
Operating Microsoft Windows Xp All All 64-bit All
System
Operating Microsoft Windows Xp All All home All
System
Operating Microsoft Windows Xp All All media_center All
System
Operating Microsoft Windows Xp All gold professional All
System
Operating Microsoft Windows Xp All spl 64-bit All
System
Operating Microsoft Windows Xp All sp1 home All
System
Operating Microsoft Windows Xp All sp1 media_center All
System
Operating Microsoft Windows Xp All sp2 home All

System
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Operating Microsoft Windows Xp All sp2 media_center All
System

skakakakakak.

cpe:2.3:0:microsoft:windows_2000:*:sp4:™:*:*:*:*:*:

ARk kKL kKKK,

cpe:2.3:0:microsoft:windows_2000:*:*:*:*:*:*:*:*:

Skukakukkak.

cpe:2.3:0:microsoft:windows_2000:*:sp1:*:*:*:*:*:*:

Skukakuk kK.

cpe:2.3:0:microsoft:windows_2000:*:sp2:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:0:microsoft:windows_2003_server:enterprise:sp1_beta_1:*:*:*:*:*:*:

dkakk kR Rk,

cpe:2.3:0:microsoft:windows_2003_server:enterprise_64-bit:*:*:*:*:*:*:*:

R N

cpe:2.3:0:microsoft:windows_2003_server:standard:*:64-bit:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:0:microsoft:windows_2003_server:standard:sp1_beta_1:*:*:*:*:*:*:

Skk ok ak ok ak,

cpe:2.3:0:microsoft:windows_2003_server:enterprise:sp1_beta_1:*:*:**:*:*:

dk Kk KRRk,
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kKK kK,
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Skukakakuk.
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Skukakakak.
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cpe:2.3:0:microsoft:windows_nt:4.0:*:workstation:*:*:*:*:*:

dkakuk kK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:enterprise_server:*:*:*:*:*:

dkakak kK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:server:*:*:*:*:*:

Skk Lk ukk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:terminal_server:*:*:*:*:*:

Skukkukuk.

cpe:2.3:0:microsoft:windows_nt:4.0:sp1:workstation:*:*:*:*:*:

dk kKKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp2:server:*:*:*:*:*:

LRk kR k.

cpe:2.3:0:microsoft:windows_nt:4.0:sp2:terminal_server:*:*:*:*:*:

Skukakakak.

cpe:2.3:0:microsoft:windows_nt:4.0:sp2:workstation:*:*:*:*:*:

LRk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:enterprise_server:*:*:*:*:*:

dkak kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:server:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:microsoft:windows_nt:4.0:sp3:workstation:*:*:*:*:*:

LRk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:enterprise_server:*:*:*:*:*:

KKk kK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:server:*:*:*:*:*:

dkak kR k.

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:terminal_server:*:*:*:*:*:

kK kR k.

cpe:2.3:0:microsoft:windows_nt:4.0:sp4:workstation:*:*:*:*:*:



I

cpe:2.3:0:microsoft:windows_nt:4.0:sp6:workstation:*:*:*:*:*:

Ak kLK LK LK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:enterprise_server:*:*:*:*:*:

Ak kLK LK LK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:server:™:*:*:*:*:

akLk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:terminal_server:*:*:*:*:*:

ARk kKK,

cpe:2.3:0:microsoft:windows_nt:4.0:sp6a:workstation:*:*:*:*:*:

R

cpe:2.3:0:microsoft:windows_xp:*:*:64-bit:*:*:*:*:*:

Skukkukk.

cpe:2.3:0:microsoft:windows_xp:*:*:media_center:*:*:*:*:*:

Skakkukk.

cpe:2.3:0:microsoft:windows_xp:*:gold:professional:*:*:*:*:*:

ARk kKK,

cpe:2.3:0:microsoft:windows_xp:*:sp1:home:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_xp:*:sp1:media_center:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:sp2:home:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:sp2:media_center:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:*:64-bit:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:*:home:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:*:media_center:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:gold:professional:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:sp1:64-bit:*:*:*:*:*:
cpe:2.3:0:microsoft:windows_xp:*:sp1:home:*:*:*:*:*:




No vendor comments have been submitted for this CVE
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