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AVUAGLAUNGIPAP Certain versions of Application Server from Oracle contain the

following vulnerability:

Oracle 10g Database Server stores the password for the SYSMAN
account in cleartext in the world-readable emoms.properties file, which
could allow local users to gain DBA privileges.

CVE-2004-1366 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM
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CVE References

Description

US-CERT Technical Cyber Security Alert
TA04-245A -- Multiple Vulnerabilities in
Oracle Products

#101782: Mulitple Security Vulnerabilities

in Oracle Affect SunMC

US-CERT Vulnerability Note VU#316206

SecurityFocus

Tags

Third Party Advisory

US Government Resource
www.us-cert.gov
text/html

web.archive.org
text/html
Not Archived

US Government Resource
www.kb.cert.org
text/html

Link

@ CERT TA04-245A

() SUNALERT 101782

# CERT-VN VU#316206

() BUGTRAQ 20041223 Oracle clear text passwords
(#NISR2122004D)


https://cve.report/
https://cve.report/CVE-2004-1366/mitre
https://cve.report/CVE-2004-1366/nist
https://cve.report/CVE-2004-1366/cve_org
https://cve.report/CVE-2004-1366.pdf
http://cve.report/software/oracle/application_server
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.us-cert.gov/cas/techalerts/TA04-245A.html
https://web.archive.org/web/2004/http://sunsolve.sun.com/search/document.do?assetkey=1-26-101782-1
http://www.kb.cert.org/vuls/id/316206
http://www.securityfocus.com/archive/1/385323

text/html

Page not found | Oracle O CONFIRM

Vendor Advisory www.oracle.com/technology/deploy/security/pdf/2004alert68.pdf
www.oracle.com

application/pdf

Inactive Link| Not Archived

) MISC

Vendor Advisory www.ngssoftware.com/advisories/oracle23122004D.txt
www.ngssoftware.com

text/plain

Inactive Link | Not Archived

Oracle Multiple Unspecified Vulnerabilities ) BID 10871

cve.report (archive)
text/html

IBM X-Force Exchange € XF oracle-sysman-password-plaintext(18661)
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor  Product Version Update  Edition Language
Application Oracle Application Server All All All All
Application Oracle Application Server 9.0.2 All All All
Application Oracle Application Server 9.0.2.0.0 All All All
Application Oracle Application Server 9.0.2.0.1 All All All
Application Oracle Application Server 9.0.2.1 All All All
Application Oracle Application Server 9.0.2.2 All All All
Application Oracle Application Server 9.0.2.3 All All All
Application Oracle Application Server 9.0.3 All All All
Application Oracle Application Server 9.0.3.1 All All All
Application Oracle Application Server 9.0.4 All All All
Application Oracle Application Server 9.0.4.0 All All All
Application Oracle Application Server 9.0.4.1 All All All
Application Oracle Application Server All All All All
Application Oracle Application Server 9.0.2 All All All
Application Oracle Application Server 9.0.2.0.0 All All All
Application Oracle Application Server 9.0.2.0.1 All All All

Aoplication Oracle Aoplication Server 9.0.21 All All All
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personal_9.2.0.5
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standard_9.0
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standard_9.0.2
standard_9.2
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cpe:2.3:a:oracle:application_server:9.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2.0.0:*:*:**:**:*:

cpe:2.3:a:oracle:application_server:9.0.2.0.1:*:**

cpe:2.3:a:oracle:application_server:9.0.2.1:*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2.3:*: " :*:*:

cpe:2.3:a:oracle:application_server:9.0.3::*:***:*:*:

cpe:2.3:a:oracle:application_server:9.0.3.1: 7 *:*:

cpe:2.3:a:oracle:application_server:9.0.4:**:***:*:*:

cpe:2.3:a:oracle:application_server:9.0.4.0:*:*:*:**:*:*:

cpe:2.3:a:oracle:application_server:9.0.4.1:**:*:**:*:*:

cpe:2.3:a:oracle:application_server:9.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2.0.0:*:*:* "

rna? Varararlarannlicatinn canmarQ N O N o xkkokokkx,

personal_9.2.0.4
personal_9.2.0.5
standard_8.1.7
standard_9.0
standard_9.0.1
standard_9.0.1.2
standard_9.0.1.3
standard_9.0.1.4
standard_9.0.1.5
standard_9.0.2
standard_9.2
standard_9.2.0.1
standard_9.2.0.2
standard_9.2.0.3
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S B R S O T W LS L S

cpe:2.3:a:oracle:application_server:9.0.2.1: " :":*:*:

cpe:2.3:a:oracle:application_server:9.0.2.2::*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2.3:*:*:*:*:":*:*:

cpe:2.3:a:oracle:application_server:9.0.3:*: " ":*:

cpe:2.3:a:oracle:application_server:9.0.3.1:* " *:*:

cpe:2.3:a:oracle:application_server:9.0.4:*:*:*:*: "

cpe:2.3:a:oracle:application_server:9.0.4.0:*:**:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.4.1:*:*** """

ARk kKK kK,

cpe:2.3:a:oracle:collaboration_suite:release_1:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:e-business_suite:11.5.1:*: 7 :*:*:*:

cpe:2.3:a:oracle:e-business_suite:11.5.2::*:*:*:*:*:*;

cpe:2.3:a:oracle:e-business_suite:11.5.3:*:*:**:*:*:*;

Skuk Lk k ok akak.

cpe:2.3:a:oracle:e-business_suite:11.5.4:*:*:**:*:*:*;

Sk Lk ak Lk akakak.

cpe:2.3:a:oracle:e-business_suite:11.5.5:**:*:*:*:*:*;
cpe:2.3:a:oracle:e-business_suite:11.5.6::*:*:*:*:*:*;
cpe:2.3:a:oracle:e-business_suite:11.5.7:* % :**:*;
cpe:2.3:a:oracle:e-business_suite:11.5.8:*: " ™
cpe:2.3:a:oracle:e-business_suite:11.5.9: ™

Skk ok k ok akak,

cpe:2.3:a:oracle:e-business_suite:11.5.1

Sk ok ak kR akak.

cpe:2.3:a:oracle:e-business_suite:11.5.2:* 7 ™
cpe:2.3:a:oracle:e-business_suite:11.5.3:*:** " ™
cpe:2.3:a:oracle:e-business_suite:11.5.4:* 7
cpe:2.3:a:oracle:e-business_suite:11.5.5:*** " ™
cpe:2.3:a:oracle:e-business_suite:11.5.6:*:*****:*:

Sk ok ak kR akak.

cpe:2.3:a:oracle:e-business_suite:11.5.7:* " *:*:

cpe:2.3:a:oracle:e-business_suite:11.5.8:: " *:*:*:

cpe:2.3:a:oracle:e-business_suite:11.5.9: % *:*:*:



cpe:2.3:a:oracle:enterprise_manager:9: """

cpe:2.3:a:oracle:enterprise_manager:9.0.1:* """

cpe:2.3:a:oracle:enterprise_manager:9: """

cpe:2.3:a:oracle:enterprise_manager:9.0.1:* """

cpe:2.3:a:oracle:enterprise_manager_database_control:10.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:enterprise_manager_database_control:10.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:enterprise_manager_grid_control:10.1.0.2:%:*:*:*:*:*:*:

cpe:2.3:a:oracle:enterprise_manager_grid_control:10.1.0.2:%:*:*:*:*:*:*:

cpe:2.3:a:oracle:oracle10g:enterprise_10.1.0.2:%:* """

dkLkLk ok kukok,

cpe:2.3:a:oracle:oracle10g:enterprise_9.0.4_.0:*: """

cpe:2.3:a:oracle:oracle10g:personal_10.1_.0.2:*:*:* """

Skk ok uk ok akak.

cpe:2.3:a:oracle:oracle10g:personal_9.0.4_.0:*: "

cpe:2.3:a:oracle:oracle10g:standard_10.1_.0.2: " " ™
cpe:2.3:a:oracle:oracle10g:standard_9.0.4_.0:*:***:*:*:*:

cpe:2.3:a:oracle:oracle10g:enterprise_10.1.0.2:%:*:*:***:*:
cpe:2.3:a:oracle:oracle10g:enterprise_9.0.4_.0:*:*: "
cpe:2.3:a:oracle:oracle10g:personal_10.1_.0.2:**:***:*:*:
cpe:2.3:a:oracle:oracle10g:personal_9.0.4_.0:*: "

cpe:2.3:a:oracle:oracle10g:standard_10.1_.0.2:*:** "
cpe:2.3:a:oracle:oracle10g:standard_9.0.4_.0:*:*:*:***:*:

cpe:2.3:a:oracle:oracle8i:enterprise_8.0.5_.0.0:*:* " :*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.0.6_.0.0:*:* " :*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.0.6_.0.1:* " :*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.5_.0.0:*:* " :*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.5_.0.2:***:***:*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.5_.1.0:* 7 " :*:

cpe:2.3:a:oracle:oracle8i:enterprise_8.1.6_.0.0:":*:***:":*:

cpe:2.3:a:oracle:oracle8i:enterprise_8.1.6_.1.0:" 7 *:":*:



cpe:2.3:a:oracle:oracle8i:enterprise_8.1.7_.0.0:™:":""m™:

cpe:2.3:a:oracle:oracle8i:enterprise_8.1.7_.1.0:" "™

cpe:2.3:a:oracle:oracle8i:enterprise_8.1.7_.4: ="

cpe:2.3:a:oracle:oracle8i:standard_8.0.6:*:*:":*:*:*:*:

cpe:2.3:a:oracle:oracle8i:standard_8.0.6_.3:*:*: """

cpe:2.3:a:oracle:oracle8i:standard_8.1.5:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:oracle:oracle8i:standard_8.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:oracle8i:standard_8.1.7:*:*:*:*:*:*::

cpe:2.3:a:oracle:oracle8i:standard_8.1.7_.0.0:*: """

ARk kKK LKLk,

cpe:2.3:a:oracle:oracle8i:standard_8.1.7_. 1 *:**:*:

ARk kK kLK Lk,

cpe:2.3:a:oracle:oracle8i:standard_8.1.7_.4:* "

cpe:2.3:a:oracle:oracle8i:enterprise_8.0.5_.0.0:*:*:***:*:*:

AkLakLk kR Rk,

cpe:2.3:a:oracle:oracle8i:enterprise_8.0.6_.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.0.6_.0.1:**:***:*:*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.5_.0.0:**:**:*:*:*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.5_.0.2:**:**:*:*:*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.5_.1.0:* """
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.6_.0.0:**:**:*:*:*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.6_.1.0:" " ™

ARk kKR kK,

cpe:2.3:a:oracle:oracle8i:enterprise_8.1.7_.0.0:" " :*:
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.7_.1.0:" " ™
cpe:2.3:a:oracle:oracle8i:enterprise_8.1.7_.4: "
cpe:2.3:a:oracle:oracle8i:standard_8.0.6:*:*:*:*:*:*:*:
cpe:2.3:a:oracle:oracle8i:standard_8.0.6_.3:*:*:*:***:*:
cpe:2.3:a:oracle:oracle8i:standard_8.1.5:*:*: "1 :*:
cpe:2.3:a:oracle:oracle8i:standard_8.1.6:*:*:*:*:*:*:*:

sk Rk ok akakak.

cpe:2.3:a:oracle:oracle8i:standard_8.1.7:*:*:":* "

cpe:2.3:a:oracle:oracle8i:standard_8.1.7_.0.0:*:":":*

cpe:2.3:a:oracle:oracle8i:standard_8.1.7_.1: """



cpe:2.3:a:oracle:oracle8i:standard_8.1.7_.4: """

cpe:2.3:a:oracle:oracle9i:client_9.2.0.1:":*:*:**:":*:

cpe:2.3:a:oracle:oracle9i:client_9.2.0.2:*:*:*:*:*:":*:

cpe:2.3:a:oracle:oraclei:enterprise_8.1.7:: " "™

cpe:2.3:a:oracle:oraclei:enterprise_9.0.1:*: """

cpe:2.3:a:oracle:oraclei:enterprise_9.0.1.4:":* " ™

cpe:2.3:a:oracle:oracle9i:enterprise_9.0.1.5:* """

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0:*:":*:*:*:*::

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.1:*:*: """

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.2:*:*:*:*:**:*:

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.3:*:*: """

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.4:*:*: " *:*:

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.5:*:*:**:**:*:

cpe:2.3:a:oracle:oracle9i:personal_8.1.7:****:*:*:*:

cpe:2.3:a:oracle:oracle9i:personal_9.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:oracle9i:personal_9.0.1.4:*:*:*:***:*:

cpe:2.3:a:oracle:oracle9i:personal_9.0.1.5:*:*:*:***:*:

cpe:2.3:a:oracle:oracle9i:personal_9.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:oracle9i:personal_9.2.0.1: " "

cpe:2.3:a:oracle:oracle9i:personal_9.2.0.2:*:**:**:*:*:

cpe:2.3:a:oracle:oracle9i:personal_9.2.0.3:*:*:*:**:*:*:

cpe:2.3:a:oracle:oracle9i:personal_9.2.0.4:*:**:**:*:*:

cpe:2.3:a:oracle:oracle9i:personal_9.2.0.5:*:**:**:*:*:

cpe:2.3:a:oracle:oracle9i:standard_8.1.7:*:*:*:**:*:*:

cpe:2.3:a:oracle:oraclei:standard_9.0:*:*:*:**:*:*:

cpe:2.3:a:oracle:oracle9i:standard_9.0.1: 7 :*:

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.2:%:*:* "™

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.3:%:":*:* %™



cpe:2.3:a:oracle:oracle9i:standard_9.0.1.4:%:":*:*

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.5:%:":* "™

cpe:2.3:a:oracle:oracle9i:standard_9.0.2:*:*:*:*:*:*::

cpe:2.3:a:oracle:oracle9i:standard_9.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.1:%:":*:**

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.2:%:":*:*:**::

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.3:%:":*:*:**:™:

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.4:*:":*

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.5:%:":*

cpe:2.3:a:oracle:oracle9i:client_9.2.0.1:*:*:***:*:*:

cpe:2.3:a:oracle:oracle9i:client_9.2.0.2:*:*:*:**:*:*:

akLkLk oKLk LKk,

cpe:2.3:a:oracle:oracle9i:enterprise_8.1.7:%:* " ::

cpe:2.3:a:oracle:oracle9i:enterprise_9.0.1:%:* "

cpe:2.3:a:oracle:oracle9i:enterprise_9.0.1.4:*:*:**:**:*:

cpe:2.3:a:oracle:oracle9i:enterprise_9.0.1.5:* % " *:*:

akLkk kKR ok,

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0:*:*:**:*:*:*:

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.1:*:*:**:**:*:

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.2:*:*:*:*:**:*:

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.3: """

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.4:*** "

cpe:2.3:a:oracle:oracle9i:enterprise_9.2.0.5: " "

dkuk kR ok akak.

cpe:2.3:a:oracle:oracle9i:personal_8.1.7:*:**:**:*:*:
cpe:2.3:a:oracle:oracle9i:personal_9.0.1:
cpe:2.3:a:oracle:oracle9i:personal_9.0.1.4:*:*
cpe:2.3:a:oracle:oracle9i:personal_9.0.1.5:*:**:**:*:*:
cpe:2.3:a:oracle:oracle9i:personal_9.2:*:*:*:*:*:*:*:
cpe:2.3:a:oracle:oraclei:personal_9.2.0.1:"* " *:*:

cpe:2.3:a:oracle:oraclei:personal_9.2.0.2:**:*:**:*:*:

cpe:2.3:a:oracle:oraclei:personal_9.2.0.3:*:*:*:**:*:*:



cpe:2.3:a:oracle:oraclei:personal_9.2.0.4:: "™

cpe:2.3:a:oracle:oracle9i:personal_9.2.0.5: """

cpe:2.3:a:oracle:oracle9i:standard_8.1.7:*:*:":* "™

cpe:2.3:a:oracle:oracle9i:standard_9.0:*:*:*:*: "

cpe:2.3:a:oracle:oracle9i:standard_9.0.1:* %"

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.2:%:":* ™

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.3:%:":*

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.4:*:":*

cpe:2.3:a:oracle:oracle9i:standard_9.0.1.5:%:":*

cpe:2.3:a:oracle:oracle9i:standard_9.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:oracle9i:standard_9.2:*:*:*:**:*:*:

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.1:*:*:*:**

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.2:*:*:*:***:*:

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.3:*:*:*:***:*:

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.4:*:*:*:***:*:

cpe:2.3:a:oracle:oracle9i:standard_9.2.0.5:%:*:****:*:

No vendor comments have been submitted for this CVE
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