CVE-2004-1387
Published on: 12/31/2004 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:10 PM UTC

CVE-2004-1387

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNIEPAN Certain versions of Hitp Server from Apache contain the following
’ vulnerability:

The check_forensic script in apache-utils package 1.3.31 allows local
users to overwrite or create arbitrary files via a symlink attack on
temporary files.

CVE-2004-1387 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

USN-65-1: Apache utility script vulnerability | [ usn.ubuntu.com | @® UBUNTU USN-65-1

Ubuntu security notices

Bug#290974: marked as done (apache: (@ MLIST [debian-apache] 20050119 Bug#290974:

Temporary usage bugs that can be used in marked as done (apache: Temporary usage bugs that

symlink attacks) can be used in symlink attacks)

IBM X-Force Exchange € XF apache-checkforensic-symlink(18993)

Secunia - Advisories - Apache check_forensic { SECUNIA 13925

Script Insecure Temporary File Creation
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comment@cve.report.
There are currently no QIDs associated with this CVE
Known Affected Configurations (CPE V2.3)
Type Vendor Product Version Update Edition Language
Application Apache Http Server 1.3.31 All All All
Application Apache Http Server 1.3.31 All All All
cpe:2.3:a:apache:http_server:1.3.31:* """
cpe:2.3:a:apache:http_server:1.3.31:* """
No vendor comments have been submitted for this CVE
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