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Summary

CVE CVE-2004-1438

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-11 01:31:00 UTC

Description The mod_authz_svn Apache module for Subversion 1.0.4-r1 and earlier allows remote authenticated users, with write access to the repository, to read unauthorized parts of the repository via the svn copy command.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Subversion Subversion 1.0 All All All

Application Subversion Subversion 1.0.1 All All All

Application Subversion Subversion 1.0.2 All All All

Application Subversion Subversion 1.0.3 All All All

Application Subversion Subversion 1.0.4 All All All

Application Subversion Subversion 1.0.5 All All All

Application Subversion Subversion 1.0 All All All

Application Subversion Subversion 1.0.1 All All All

Application Subversion Subversion 1.0.2 All All All

Application Subversion Subversion 1.0.3 All All All

Application Subversion Subversion 1.0.4 All All All

Application Subversion Subversion 1.0.5 All All All
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Subversion mod_authz_svn Lets Remote Authenticated Users View Restricted Sections - SecurityTracker SECTRACK securitytracker.com
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Gentoo Linux Documentation -- Subversion: Vulnerability in mod_authz_svn GENTOO www.gentoo.org

Apache Remote Unauthorized access - CXSecurity.com SREASON securityreason.com

Subversion 'mod_authz_svn' Access Control Bypass Vulnerabilities BID www.securityfocus.com

Apache Subversion Source Code CONFIRM svn.collab.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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