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AUNACUAUNCPILPIAP Certain versions of Putty from Putty contain the following vulnerability:

Multiple heap-based buffer overflows in the modpow function in PuTTY
before 0.55 allow (1) remote attackers to execute arbitrary code via an
SSH2 packet with a base argument that is larger than the mod
argument, which causes the modpow function to write memory before
the beginning of its buffer, and (2) remote malicious servers to cause a
denial of service (client crash) and possibly execute arbitrary code via
a large bignum during authentication.

CVE-2004-1440 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |
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CVE References

Description Tags Link

IBM X-Force Exchange € XF putty-code-execution(16885)

Secunia - Advisories - PuTTY Authentication Z Y SECUNIA 12212
Process Buffer Overflow Vulnerabilities

PuTTY Modpow Integer Handling Memory [ Patch | ) BID 10850

Corruption Vulnerability

PuTTY Change Log 2y CONFIRM

www.chiark.greenend.org.uk/~sgtatham/putty/changes.html
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PuTTY vulnerability vuln-modpow @) CONFIRM

www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln-
modpow.html
Gentoo Linux Documentation -- PuTTY: Pre- [ Patch | < GENTOO GLSA-200408-04
authentication arbitrary code execution
[ marc.info | ) BUGTRAQ 20040804 CORE-2004-0705: Vulnerabilities
in PUTTY and PSCP

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Putty Putty 0.48 All All All
Application Putty Putty 0.49 All All All
Application Putty Putty 0.50 All All All
Application Putty Putty 0.51 All All All
Application Putty Putty 0.52 All All All
Application Putty Putty 0.53 All All All
Application Putty Putty 0.53b All All All
Application Putty Putty 0.54 All All All
Application Putty Putty 0.48 All All All
Application Putty Putty 0.49 All All All
Application Putty Putty 0.50 All All All
Application Putty Putty 0.51 All All All
Application Putty Putty 0.52 All All All
Application Putty Putty 0.53 All All All
Application Putty Putty 0.53b All All All
Application Putty Putty 0.54 All All All
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No vendor comments have been submitted for this CVE
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