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CVE Program / NVD first with legacy fallback

JRun 4.0 does not properly generate and handle the JSESSIONID, which allows remote attackers to perform a session fixa

Risk And Classification
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Problem Types: NVD-CWE-Other
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Reference Source Link Tags
Macromedia JRun Multiple Remote Vulnerabilities BID www.securityfocus.com Patch
'New Macromedia Security Zone Bulletins Posted' - MARC BUGTRAQ marc.info

Macromedia - MPSB04-08 : Cumulative Security Patch available for JRunserver CONFIRM  www.macromedia.com Patch
Secunia - Advisories - Macromedia JRun Server Multiple Vulnerabilities SECUNIA  secunia.com Patch, Ven
US-CERT Vulnerability Note VU#584958 CERT-VN  www.kb.cert.org Patch, Thir
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, i
‘ e

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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