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AVLACUAUNCINAP Certain versions of Purge Jihad from Freeform Interactive contain the
’ following vulnerability:

Format string vulnerability in the Lithtech engine, as used in multiple
games, allows remote authenticated users to cause a denial of service
(application crash) via format string specifiers in (1) a nickname or (2) a
message.

CVE-2004-1500 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Monolith Lithtech Game Engine Multiple Remote Format String () BID 11610

Vulnerabilities

Secunia - Advisories - Lithtech Engine Format String Y SECUNIA 13116

Vulnerabilities

'In-game format string bug in the Lithtech engine' - MARC [ marc.info | @ BUGTRAQ 20041105 In-game
format string bug in the Lithtech engine
A_ MISC aluigi.altervista.org/adv/lithfs-
ad.tx

Secunia - Advisories - F.E.A.R. Lithtech Engine Denial of Service YO SECUNIA 17317

and Format String Vulnerabilities

IBM X-Force Exchange € XF lithtech-format-string(17972)
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https://web.archive.org/web/2004/http://secunia.com/advisories/17317
https://exchange.xforce.ibmcloud.com/vulnerabilities/17972
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:freeform_interactive:purge_jihad:2.2.1:":*:*:" "™

cpe:2.3:a:monolith_productions:alien_versus_predator:2.1.0.9.6:*:*:*:*:*:":*:

cpe:2.3:a:monolith_productions:alien_versus_predator:2.1.0.9.6:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:blood:2.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:blood:2.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:contract_jack:1.1:*:*:":*:*:*:*:

O

cpe:2.3:a:monolith_productions:contract_jack:1.1:*:*:*:*:*:*:*:

dkkak ok akakuk.

cpe:2.3:a:monolith_productions:global_operations:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:global_operations:2.1:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:global_operations:2.0:*:*:*:*:*:*:*:

dkkuk ok akakk,

cpe:2.3:a:monolith_productions:global_operations:2.1:*:*:*:*:*:*:*:

akLk kKK kLK,

cpe:2.3:a:monolith_productions:kiss_psycho_circus:1.13:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:monolith_productions:kiss_psycho_circus:1.13:*:*:*:*:*:*:*:

kKK kKKK,

cpe:2.3:a:monolith_productions:legends_of_might_and_magic:1.1:*:*:*:*:*:*:*:

kKK kKKK,

cpe:2.3:a:monolith_productions:legends_of_might_and_magic:1.1:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:no_one_lives_forever:1.0.004:*:*:*:*:*:*:*:

cpe:2.3:a:monolith_productions:no_one_lives_forever:2.1.3:*:*:**:*:*:*:

cpe:2.3:a:monolith_productions:no_one_lives_forever:2.1.3:**:*:**:*:™:
cpe:2.3:a:monolith_productions:sanity:1.0:*:*:*:*:*:*:*:
cpe:2.3:a:monolith_productions:sanity:1.0:*:*:*:*:*:*:*:
cpe:2.3:a:monolith_productions:shogo:2.2:*:*:*:*:*:*:*:
cpe:2.3:a:monolith_productions:shogo:2.2:*:*:*:*:*:*:*:

ak kR kR Rk,

cpe:2.3:a:monolith_productions:tron:2.0.1.42:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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