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Summary

CVE CVE-2004-1540

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-11 01:31:00 UTC

Description ZyXEL Prestige 623, 650, and 652 HW Routers, and possibly other versions, with HTTP Remote Administration enabled, does not require a password to access rpFWUpload.html, which allows remote attackers to reset the router configuration file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Prestige 645r_a1 All All All

Hardware Zyxel Prestige 650h All All All

Hardware Zyxel Prestige 650hw All All All

Hardware Zyxel Prestige 650hw_31 All All All

Hardware Zyxel Prestige 650r All All All

Hardware Zyxel Prestige 645r_a1 All All All

Hardware Zyxel Prestige 650h All All All

Hardware Zyxel Prestige 650hw All All All

Hardware Zyxel Prestige 650hw_31 All All All

Hardware Zyxel Prestige 650r All All All

Hardware Zyxel Zynos 3.40 All All All

Hardware Zyxel Zynos is.3 All All All

Hardware Zyxel Zynos is.5 All All All

Hardware Zyxel Zynos 3.40 All All All

Hardware Zyxel Zynos is.3 All All All

Hardware Zyxel Zynos is.5 All All All

https://cve.report/
https://cve.report/CVE-2004-1540/mitre
https://cve.report/CVE-2004-1540/nist
https://cve.report/CVE-2004-1540/cve_org
https://cve.report/api/cve/CVE-2004-1540.json
https://cve.report/CVE-2004-1540.pdf
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/prestige
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/zynos
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/zynos
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/zynos
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/zynos
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/zynos
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/zynos


References

Reference Source Link

ZyXEL Prestige 650HW 'rpFWUpload.html' Lets Remote Users Reset the Configuration - SecurityTracker SECTRACK securitytracker.com

ZyXEL Prestige Router HTTP Remote Administration Configuration Reset Vulnerability BID www.securityfocus.com

20041124 Re: Router ZyXEL Prestige 650 HW http remote admin. BUGTRAQ marc.info

20041121 Router ZyXEL Prestige 650 HW http remote admin. BUGTRAQ marc.info

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Secunia - Advisories - ZyXEL Prestige Routers Unprotected Reset Functionality SECUNIA secunia.com

12108 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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