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CVE-2004-1613

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCENAP Certain versions of Mozilla from Mozilla contain the following
’ vulnerability:

Mozilla allows remote attackers to cause a denial of service
(application crash from null dereference or infinite loop) via a web page
that contains a (1) TEXTAREA, (2) INPUT, (3) FRAMESET or (4) IMG
tag followed by a null character and some trailing characters, as
demonstrated by mangleme.

CVE-2004-1613 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

rhn.redhat.com | Red Hat Support [ Patch | & REDHAT RHSA-2005:323

SecurityTracker.com Archives - Mozilla HTML Parsing Errors Let 3 (7) SECTRACK 1011810

Remote Users Deny Service

[Full-Disclosure] Web browsers - a mini-farce | Exploit | () FULLDISC 20041018 Web
browsers - a mini-farce


https://cve.report/
https://cve.report/CVE-2004-1613/mitre
https://cve.report/CVE-2004-1613/nist
https://cve.report/CVE-2004-1613/cve_org
https://cve.report/CVE-2004-1613.pdf
http://cve.report/software/mozilla/mozilla
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.redhat.com/support/errata/RHSA-2005-323.html
http://securitytracker.com/id?1011810
https://web.archive.org/web/2004/http://lists.grok.org.uk/pipermail/full-disclosure/2004-October/027709.html

IBM X-Force Exchange € XF mozilla-html-tags-dos(17805)

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:10227
'"Web browsers - a mini-farce' - MARC [ marc.info | (T) BUGTRAQ 20041018 Web
browsers - a mini-farce
wrong number (404) [ Exploit | L MISC
Icamtuf.coredump.cx/mangleme/gallery/
Mozilla Multiple Memory Corruption Vulnerabilities X (D) BID 11439
[

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Mozilla 1.0 All All All
Application Mozilla Mozilla 1.0 rcl All All
Application Mozilla Mozilla 1.0 rc2 All All
Application Mozilla Mozilla 1.0.1 All All All
Application Mozilla Mozilla 1.0.2 All All All
Application Mozilla Mozilla 1.1 All All All
Application Mozilla Mozilla 1.1 alpha All All
Application Mozilla Mozilla 1.1 beta All All
Application Mozilla Mozilla 1.2 All All All
Application Mozilla Mozilla 1.2 alpha All All
Application Mozilla Mozilla 1.2 beta All All
Application Mozilla Mozilla 1.21 All All All
Application Mozilla Mozilla 1.3 All All All
Application Mozilla Mozilla 1.3.1 All All All
Application Mozilla Mozilla 1.4 All All All
Application Mozilla Mozilla 1.4 alpha All All

Application Mozilla Mozilla 1.4 beta All All
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Application Sqi Propack

Application Sgi Propack

dkukakokakakk.

cpe:2.3:a:mozilla:zmozilla:1.0:*:*:*:

akakukokakuk.

cpe:2.3:a:mozilla:mozilla:1.0:rc1

cpe:2.3:a:mozilla:mozilla:1.0.1:* % *: "

cpe:2.3:a:mozilla:mozilla:1.0.2:*:*:*:**:*:*:

dkak kR Lk akk.

cpe:2.3:a:mozilla:mozilla: 1.1

KRk akukuk.

cpe:2.3:a:mozilla:mozilla:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.2:*:

Kk uk kR k.

cpe:2.3:a:mozilla:mozilla:1.2:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.2. 1 "

dk kR kR Rk,

cpe:2.3:a:mozilla:mozilla:1.3:*:*:**:*:*::
cpe:2.3:a:mozilla:mozilla:1.3.1 %
FE L L N

cpe:2.3:a:mozilla:mozilla:1.4:*:*:* %

KKk akakuk.

cpe:2.3:a:mozilla:mozilla:1.4:alpha:*:*:*:*:*:*:

AnmAaN DA asillacmaasillacd A 4 Fkokokokok ok ok,
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Upe.c.o.a.lnuzia.mosina. r.4. . . . . .. ..

cpe:2.3:a:mozilla:mozilla:1.4.2:*:*:* """

cpe:2.3:a:mozilla:mozilla:1.4.4:*:*: """

cpe:2.3:a:xmozilla:mozilla:1.5:*:*:*: "

N

cpe:2.3:a:mozilla:mozilla:1.6:*:*:*: "

cpe:2.3:a:xmozilla:mozilla: 1.7

cpe:2.3:a:mozilla:mozilla:1.7. 1% "

cpe:2.3:a:mozilla:mozilla:1.7.2:*:*: %"
akakakokakok ok,

cpe:2.3:a:mozilla:mozilla:1.7.3:*:

Skkakukkak.

cpe:2.3:a:mozilla:zmozilla:1.8:alpha2:*:*:*:*:*:*:

LRk Lk okakakk.

cpe:2.3:a:mozilla:zmozilla:1.0:*:

akakakokakuk.

cpe:2.3:a:mozilla:mozilla:1.0:rc1:*:*:

cpe:2.3:a:mozilla:mozilla:1.0. 1% "

cpe:2.3:a:mozilla:mozilla:1.0.2:*:*:*:*:*:*:*:

dkuk kR Lk akk.

cpe:2.3:a:mozilla:mozilla: 1.1

KRk akakuk.

cpe:2.3:a:mozilla:mozilla:1.1:alpha:*:*:*:*:*:*:

Skak ok kakuk.

cpe:2.3:a:mozilla:mozilla:1.1:beta:*:*:**:*:*:

cpe:2.3:a:mozilla:mozilla:1.2:*:

Kk uk kR k.

cpe:2.3:a:mozilla:mozilla:1.2:alpha:*:*:*:*:*:*:

Lkkkukukak,
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cpe:2.3:a:mozilla:mozilla:1.2. 1 "

dk kR ok akakak.

cpe:2.3:a:mozilla:mozilla:1.3:*:*:**:*:*::

cpe:2.3:a:mozilla:mozilla:1.3.1 "

dkakak ok akakak.

cpe:2.3:a:mozilla:mozilla:1.4:*:*:**: %

KKk akak k.

cpe:2.3:a:mozilla:mozilla:1.4:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.4:beta:™:*:*:*:*:*:

cpe:2.3:a:xmozilla:mozilla:1.4. 1% %"



cpe:2.3:a:mozilla:mozilla:1.4.2:*:*: """

cpe:2.3:a:mozilla:mozilla:1.4.4:*:*: """

cpe:2.3:a:xmozilla:mozilla:1.5:*:*:*: %

cpe:2.3:a:xmozilla:mozilla:1.6:*:*:*: "

cpe:2.3:a:xmozilla:mozilla: 1.7

cpe:2.3:a:mozilla:mozilla:1.7. 1% "

cpe:2.3:a:mozilla:mozilla:1.7.2:*:*: 7 "

cpe:2.3:a:mozilla:mozilla:1.7.3:*:*: """

O

cpe:2.3:0:redhat:enterprise_linux:2.1:*:advanced_server:*:*:*:*:*:

Skakkakak.

cpe:2.3:0:redhat:enterprise_linux:2.1:*:enterprise_server:*:*:*:*:*:

kKKK Lk,

cpe:2.3:0:redhat:enterprise_linux:3.0:*:advanced_servers:*:*:*:*:*:

Skuk Lk akak.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:enterprise_server:*:*:*:*:*:

KKk KLk,

cpe:2.3:0:redhat:enterprise_linux:3.0:*:workstation:*:*:*:*:*:

Skakkakak.

cpe:2.3:0:redhat:enterprise_linux:2.1:*:enterprise_server:*:*:*:*:*:

R

cpe:2.3:0:redhat:enterprise_linux:2.1:*:workstation:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:enterprise_server:*:*:*:*:*:

Kk kKK,

cpe:2.3:0:redhat:enterprise_linux:3.0:*:workstation:*:*:*:*:*:

KKk kKKK,

cpe:2.3:0:redhat:enterprise_linux_desktop:3.0:*:**:*:**:*:

Kk ok kKKK,

cpe:2.3:0:redhat:enterprise_linux_desktop:3.0:*:**:*:**:*:

cpe:2.3:0:redhat:fedora_core:core_1.0:*:*:*:**:*:*:

sk akak kR akak.

cpe:2.3:0:redhat:fedora_core:core_2.0:*:*:*:*:*:*:*:

cpe:2.3:0:redhat:fedora_core:core_1.0:*:*:*:**:*:*:

cpe:2.3:0:redhat:fedora_core:core_2.0:*:*:*:*:*:*:*:



cpe:2.3:0:redhat:linux:7.3:*: "

cpe:2.3:0:redhat:linux_advanced_workstation:2.1:*:itanium:*:*:*:*:*:

cpe:2.3:0:redhat:linux_advanced_workstation:2.1:*:itanium:*:*:*:*:*:

Ak kKK LKLk Lk,

cpe:2.3:a:sgi:propack:3.0:*:

cpe:2.3:a:sgi:propack:3.0:*: "

No vendor comments have been submitted for this CVE
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