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Summary

CVE CVE-2004-1714

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-11 04:00:00 UTC

Updated 2024-01-26 17:21:00 UTC

Description BlackICE PC Protection and Server Protection installs (1) firewall.ini, (2) blackice.ini, (3) sigs.ini and (4) protect.ini with Everyone Full Control permissions, which allows local users to cause a denial of service (crash) or modify configuration, as demonstrated by modifying firewall.ini to contain a large firewall rule.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iss Blackice Pc Protection 3.6cbd All All All

Application Iss Blackice Pc Protection 3.6cbr All All All

Application Iss Blackice Pc Protection 3.6cbz All All All

Application Iss Blackice Pc Protection 3.6cca All All All

Application Iss Blackice Pc Protection 3.6ccb All All All

Application Iss Blackice Pc Protection 3.6ccc All All All

Application Iss Blackice Pc Protection 3.6ccd All All All

Application Iss Blackice Pc Protection 3.6cce All All All

Application Iss Blackice Pc Protection 3.6ccf All All All

Application Iss Blackice Pc Protection 3.6ccg All All All

Application Iss Blackice Pc Protection 3.6cbd All All All

Application Iss Blackice Pc Protection 3.6cbr All All All

Application Iss Blackice Pc Protection 3.6cbz All All All

Application Iss Blackice Pc Protection 3.6cca All All All

Application Iss Blackice Pc Protection 3.6ccb All All All

Application Iss Blackice Pc Protection 3.6ccc All All All

Application Iss Blackice Pc Protection 3.6ccd All All All
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Application Iss Blackice Pc Protection 3.6ccd All All All

Application Iss Blackice Pc Protection 3.6cce All All All

Application Iss Blackice Pc Protection 3.6ccf All All All

Application Iss Blackice Pc Protection 3.6ccg All All All

Application Iss Blackice Server Protection 3.5cdf All All All

Application Iss Blackice Server Protection 3.6cbz All All All

Application Iss Blackice Server Protection 3.6cca All All All

Application Iss Blackice Server Protection 3.6ccb All All All

Application Iss Blackice Server Protection 3.6ccc All All All

Application Iss Blackice Server Protection 3.6ccd All All All

Application Iss Blackice Server Protection 3.6cce All All All

Application Iss Blackice Server Protection 3.6ccf All All All

Application Iss Blackice Server Protection 3.6ccg All All All

Application Iss Blackice Server Protection 3.6cch All All All

Application Iss Blackice Server Protection 3.6cno All All All

Application Iss Blackice Server Protection 3.5cdf All All All

Application Iss Blackice Server Protection 3.6cbz All All All

Application Iss Blackice Server Protection 3.6cca All All All

Application Iss Blackice Server Protection 3.6ccb All All All

Application Iss Blackice Server Protection 3.6ccc All All All

Application Iss Blackice Server Protection 3.6ccd All All All

Application Iss Blackice Server Protection 3.6cce All All All

Application Iss Blackice Server Protection 3.6ccf All All All

Application Iss Blackice Server Protection 3.6ccg All All All

Application Iss Blackice Server Protection 3.6cch All All All

Application Iss Blackice Server Protection 3.6cno All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[Full-Disclosure] ISS BlackIce Server Protect Unprivileged User Attack FULLDISC lists.grok.org.uk

'BlackICE unprivileged local user attack' - MARC BUGTRAQ marc.info

Internet Security Systems BlackICE PC Protection Firewall.INI Local Buffer Overrun Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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