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The DNS proxy (DNSd) for multiple Symantec Gateway Security products allows remote attackers to poison the DNS cache¢
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Symantec Enterprise Firewall 7.0.4 All solaris All
Symantec Enterprise Firewall 7.04 All windows_2000_nt All
Symantec Enterprise Firewall 8.0 All All All
Symantec Enterprise Firewall 8.0 All solaris All
Symantec Enterprise Firewall 8.0 All windows_2000_nt All
Symantec Enterprise Firewall 7.04 All solaris All
Symantec Enterprise Firewall 7.0.4 All windows_2000_nt All
Symantec Enterprise Firewall 8.0 All All All
Symantec Enterprise Firewall 8.0 All solaris All
Symantec Enterprise Firewall 8.0 All windows_2000_nt All
Symantec Gateway Security 5110_1.0 All All All
Symantec Gateway Security 5200_1.0 All All All
Symantec Gateway Security 5300_1.0 All All All
Symantec Gateway Security 5310_1.0 All All All
Symantec Gateway Security 5400_2.0 All All All
Symantec Gateway Security 5400_2.0.1 All All All

Symantec Gateway Security 5110 1.0 All All All
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Hardware Symantec Gateway Security 5200_1.0 All All All

Hardware Symantec Gateway Security 5300_1.0 All All All

Hardware Symantec Gateway Security 5310_1.0 All All All

Hardware Symantec Gateway Security 5400_2.0 All All All

Hardware Symantec Gateway Security 5400_2.0.1 All All All

Reference Source Link

Symantec Enterprise Firewall DNSD DNS Cache Poisoning Vulnerability BID www.securityfocus.com
Symantec Gateway Security Products DNS Cache Poisoning Vulnerability CONFIRM  securityresponse.symar

Secunia - Advisories - Symantec Various Firewall Products DNS Proxy Cache Poisoning Vulnerability SECUNIA  secunia.com

Symantec Enterprise Firewall DNSD cache poisoning Vulnerability BUGTRAQ lists.virus.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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