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Summary

CVE CVE-2004-1775

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-11 01:31:00 UTC

Description Cisco VACM (View-based Access Control MIB) for Catalyst Operating Software (CatOS) 5.5 and 6.1 and IOS 12.0 and 12.1 allows remote attackers to read and modify device configuration via the read-write community string.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Catos 5.5 All All All

Operating System Cisco Catos 6.1 All All All

Operating System Cisco Catos 5.5 All All All

Operating System Cisco Catos 6.1 All All All

Operating System Cisco Ios 12.0da All All All

Operating System Cisco Ios 12.0db All All All

Operating System Cisco Ios 12.0dc All All All

Operating System Cisco Ios 12.0s All All All

Operating System Cisco Ios 12.0sc All All All

Operating System Cisco Ios 12.0sl All All All

Operating System Cisco Ios 12.0st All All All

Operating System Cisco Ios 12.0t All All All

Operating System Cisco Ios 12.0xa All All All

Operating System Cisco Ios 12.0xb All All All

Operating System Cisco Ios 12.0xc All All All

Operating System Cisco Ios 12.0xd All All All

Operating System Cisco Ios 12.0xe All All All
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Operating System Cisco Ios 12.0xe All All All

Operating System Cisco Ios 12.0xf All All All

Operating System Cisco Ios 12.0xg All All All

Operating System Cisco Ios 12.0xh All All All

Operating System Cisco Ios 12.0xi All All All

Operating System Cisco Ios 12.0xj All All All

Operating System Cisco Ios 12.0xk All All All

Operating System Cisco Ios 12.0xl All All All

Operating System Cisco Ios 12.0xm All All All

Operating System Cisco Ios 12.0xn All All All

Operating System Cisco Ios 12.0xp All All All

Operating System Cisco Ios 12.0xq All All All

Operating System Cisco Ios 12.0xr All All All

Operating System Cisco Ios 12.0xs All All All

Operating System Cisco Ios 12.0xu All All All

Operating System Cisco Ios 12.0xv All All All

Operating System Cisco Ios 12.0xw All All All

Operating System Cisco Ios 12.1 All All All

Operating System Cisco Ios 12.1aa All All All

Operating System Cisco Ios 12.1cx All All All

Operating System Cisco Ios 12.1da All All All

Operating System Cisco Ios 12.1db All All All

Operating System Cisco Ios 12.1dc All All All

Operating System Cisco Ios 12.1e All All All

Operating System Cisco Ios 12.1ea All All All

Operating System Cisco Ios 12.1ec All All All

Operating System Cisco Ios 12.1ex All All All

Operating System Cisco Ios 12.1t All All All

Operating System Cisco Ios 12.1xa All All All

Operating System Cisco Ios 12.1xb All All All

Operating System Cisco Ios 12.1xc All All All

Operating System Cisco Ios 12.1xd All All All

Operating System Cisco Ios 12.1xe All All All

Operating System Cisco Ios 12.1xf All All All

Operating System Cisco Ios 12.1xg All All All

Operating System Cisco Ios 12.1xh All All All
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Operating System Cisco Ios 12.1xi All All All

Operating System Cisco Ios 12.1xk All All All

Operating System Cisco Ios 12.1xl All All All

Operating System Cisco Ios 12.1xm All All All

Operating System Cisco Ios 12.1xp All All All

Operating System Cisco Ios 12.1xq All All All

Operating System Cisco Ios 12.1xr All All All

Operating System Cisco Ios 12.1xs All All All

Operating System Cisco Ios 12.1xt All All All

Operating System Cisco Ios 12.1xu All All All

Operating System Cisco Ios 12.1xv All All All

Operating System Cisco Ios 12.1xw All All All

Operating System Cisco Ios 12.1xx All All All

Operating System Cisco Ios 12.1xy All All All

Operating System Cisco Ios 12.1xz All All All

Operating System Cisco Ios 12.1ya All All All

Operating System Cisco Ios 12.1yb All All All

Operating System Cisco Ios 12.1yc All All All

Operating System Cisco Ios 12.1yd All All All

Operating System Cisco Ios 12.0da All All All

Operating System Cisco Ios 12.0db All All All

Operating System Cisco Ios 12.0dc All All All

Operating System Cisco Ios 12.0s All All All

Operating System Cisco Ios 12.0sc All All All

Operating System Cisco Ios 12.0sl All All All

Operating System Cisco Ios 12.0st All All All

Operating System Cisco Ios 12.0t All All All

Operating System Cisco Ios 12.0xa All All All

Operating System Cisco Ios 12.0xb All All All

Operating System Cisco Ios 12.0xc All All All

Operating System Cisco Ios 12.0xd All All All

Operating System Cisco Ios 12.0xe All All All

Operating System Cisco Ios 12.0xf All All All

Operating System Cisco Ios 12.0xg All All All

Operating System Cisco Ios 12.0xh All All All

Operating System Cisco Ios 12.0xi All All All
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Operating System Cisco Ios 12.0xi All All All

Operating System Cisco Ios 12.0xj All All All

Operating System Cisco Ios 12.0xk All All All

Operating System Cisco Ios 12.0xl All All All

Operating System Cisco Ios 12.0xm All All All

Operating System Cisco Ios 12.0xn All All All

Operating System Cisco Ios 12.0xp All All All

Operating System Cisco Ios 12.0xq All All All

Operating System Cisco Ios 12.0xr All All All

Operating System Cisco Ios 12.0xs All All All

Operating System Cisco Ios 12.0xu All All All

Operating System Cisco Ios 12.0xv All All All

Operating System Cisco Ios 12.0xw All All All

Operating System Cisco Ios 12.1 All All All

Operating System Cisco Ios 12.1aa All All All

Operating System Cisco Ios 12.1cx All All All

Operating System Cisco Ios 12.1da All All All

Operating System Cisco Ios 12.1db All All All

Operating System Cisco Ios 12.1dc All All All

Operating System Cisco Ios 12.1e All All All

Operating System Cisco Ios 12.1ea All All All

Operating System Cisco Ios 12.1ec All All All

Operating System Cisco Ios 12.1ex All All All

Operating System Cisco Ios 12.1t All All All

Operating System Cisco Ios 12.1xa All All All

Operating System Cisco Ios 12.1xb All All All

Operating System Cisco Ios 12.1xc All All All

Operating System Cisco Ios 12.1xd All All All

Operating System Cisco Ios 12.1xe All All All

Operating System Cisco Ios 12.1xf All All All

Operating System Cisco Ios 12.1xg All All All

Operating System Cisco Ios 12.1xh All All All

Operating System Cisco Ios 12.1xi All All All

Operating System Cisco Ios 12.1xk All All All

Operating System Cisco Ios 12.1xl All All All

Operating System Cisco Ios 12.1xm All All All
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Operating System Cisco Ios 12.1xp All All All

Operating System Cisco Ios 12.1xq All All All

Operating System Cisco Ios 12.1xr All All All

Operating System Cisco Ios 12.1xs All All All

Operating System Cisco Ios 12.1xt All All All

Operating System Cisco Ios 12.1xu All All All

Operating System Cisco Ios 12.1xv All All All

Operating System Cisco Ios 12.1xw All All All

Operating System Cisco Ios 12.1xx All All All

Operating System Cisco Ios 12.1xy All All All

Operating System Cisco Ios 12.1xz All All All

Operating System Cisco Ios 12.1ya All All All

Operating System Cisco Ios 12.1yb All All All

Operating System Cisco Ios 12.1yc All All All

Operating System Cisco Ios 12.1yd All All All

References

Reference Source Link

US-CERT Vulnerability Note VU#645400 CERT-VN www.kb.cert.org

Cisco View-based Access Control MIB SNMP Walk Read-Write Password Revealing Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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