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AVNACHAUNC PIPIAP Certain versions of Realone Enterprise Desktop from Realnetworks
contain the following vulnerability:

RealOne player 6.0.11.868 allows remote attackers to execute arbitrary
script in the "My Computer" zone via a Synchronized Multimedia
Integration Language (SMIL) presentation with a "file:javascript:" URL,
which is executed in the security context of the previously loaded URL,
a different vulnerability than CVE-2003-0726.

CVE-2004-1798 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~5.1-MEDIUM
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CVE References

Description Tags Link

IBM X-Force Exchange € XF realoneplayer-smil-xss(14168)

VDB Entry
exchange.xforce.ibmcloud.com

text/html

Secunia - Advisories - RealOne Player SMIL Cross-Site

Scripting Vulnerability Vendor Advisory

text/html

{ SECUNIA 9584

RealOne Player SMIL File Script Execution Variant
Vulnerability

@ BID 9378

Third Party Advisory

VDB Entry
cve.report (archive)



https://cve.report/
https://cve.report/CVE-2004-1798/mitre
https://cve.report/CVE-2004-1798/nist
https://cve.report/CVE-2004-1798/cve_org
https://cve.report/CVE-2004-1798.pdf
http://cve.report/software/realnetworks/realone_enterprise_desktop
http://cve.report/vendor/realnetworks
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/14168
https://web.archive.org/web/2004/http://secunia.com/advisories/9584
http://cve.report/bid/9378

text/html

Broken Link () OSVDB 3826

No Description Provided

www.osvdb.org

Inactive Link™ Not Archived

RealOne Player Input Validation Flaw Permits Remote
Script Execution - SecurityTracker

() SECTRACK 1008647
Third Party Advisory

VDB Entry

securitytracker.com

text/html

SecurityFocus HOME Mailing List: BugTraq () BUGTRAQ 20040107 RealNetworks fails to

Third Party Advisory address Cross-Site Scripting in RealOne Player
VDB Entry
www.securityfocus.com

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Realnetworks Realone Enterprise Desktop 6.0.11.774 All All All
Application Realnetworks Realone Enterprise Desktop 6.0.11.774 All All All
Application Realnetworks Realone Player 1.0 All All All
Application Realnetworks Realone Player 2.0 All All All
Application Realnetworks Realone Player 6.0.10.505 All All All
Application Realnetworks Realone Player 6.0.11.818 All All All
Application Realnetworks Realone Player 6.0.11.830 All All All
Application Realnetworks Realone Player 6.0.11.841 All All All
Application Realnetworks Realone Player 6.0.11.853 All All All
Application Realnetworks Realone Player 6.0.11.868 All All All
Application Realnetworks Realone Player 1.0 All All All
Application Realnetworks Realone Player 2.0 All All All
Application Realnetworks Realone Player 6.0.10.505 All All All
Application Realnetworks Realone Player 6.0.11.818 All All All
Application Realnetworks Realone Player 6.0.11.830 All All All
Application Realnetworks Realone Player 6.0.11.841 All All All
Application Realnetworks Realone Player 6.0.11.853 All All All
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Application Realnetworks Realone Player 6.0.11.868 All All All
Application Realnetworks Realplayer 8.0 All All All

Application Realnetworks Realplayer 8.0 All All All

cpe:2.3:a:realnetworks:realone_player:1.0:*:*: "™

cpe:2.3:a:realnetworks:realone_player:2.0:*:*:*:":*:*:*:

cpe:2.3:a:realnetworks:realone_player:6.0.11.818:*::*:*:*:*:*:

cpe:2.3:a:realnetworks:realone_player:6.0.11.830:*:*:*:*:*:*:*:

dkukakukkakak.

cpe:2.3:a:realnetworks:realone_player:6.0.11.841 " :*:*:

cpe:2.3:a:realnetworks:realone_player:6.0.11.853:*:*:*:*:*:*:*;

cpe:2.3:a:realnetworks:realone_player:1.0:*:*: " "™

ARk kR kR k.

cpe:2.3:a:realnetworks:realone_player:2.0:*:*: " *:*:

sk Lk akkakakak.

cpe:2.3:a:realnetworks:realone_player:6.0.10.505:*:*:*:*:*:*:*:

dk Lk akkakakak.

cpe:2.3:a:realnetworks:realone_player:6.0.11.818:*:*: " :™:

dkk ok kakakak.

cpe:2.3:a:realnetworks:realone_player:6.0.11.841

Lk Lk k kR akak.

cpe:2.3:a:realnetworks:realone_player:6.0.11.853:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:realnetworks:realone_player:6.0.11.868::*:*:*:*:*:*:

cpe:2.3:a:realnetworks:realplayer:8.0:*:*:*:*:*:*:*:

kKK kR kK,

cpe:2.3:a:realnetworks:realplayer:8.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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