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CVE CVE-2004-1834
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-20 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description mod_disk_cache in Apache 2.0 through 2.0.49 stores client headers, including authentication information, on the hard disk,

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:N/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.0 All All All


https://cve.report/
https://cve.report/CVE-2004-1834/mitre
https://cve.report/CVE-2004-1834/nist
https://cve.report/CVE-2004-1834/cve_org
https://cve.report/api/cve/CVE-2004-1834.json
https://cve.report/CVE-2004-1834.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Application Apache Http Server 2.0.28 All All All
Application Apache Http Server 2.0.28 beta All All
Application Apache Http Server 2.0.32 All All All
Application Apache Hitp Server 2.0.35 All All All
Application Apache Http Server 2.0.36 All All All
Application Apache Http Server 2.0.37 All All All
Application Apache Http Server 2.0.38 All All All
Application Apache Http Server 2.0.39 All All All
Application Apache Http Server 2.0.40 All All All
Application Apache Http Server 2.0.41 All All All
Application Apache Http Server 2.0.42 All All All
Application Apache Http Server 2.0.43 All All All
Application Apache Http Server 2.0.44 All All All
Application Apache Http Server 2.0.45 All All All
Application Apache Http Server 2.0.46 All All All
Application Apache Http Server 2.0.47 All All All
Application Apache Http Server 2.0.48 All All All
Application Apache Http Server 2.0.49 All All All
Application Apache Hitp Server 2.0.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Pony Mail! af854a3a-2127-422b-91ae-364da2661
Pony Mail! af854a3a-2127-422b-91ae-364da2661
Pony Mail! af854a3a-2127-422b-91ae-364da2661
Pony Mail! af854a3a-2127-422b-91ae-364da2661
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661
Pony Mail! af854a3a-2127-422b-91ae-364da2661
#102198: Security Vulnerabilities in the Apache 2 Web Server af854a3a-2127-422b-91ae-364da2661
Secunia - Advisories - Apache 2 mod_disk_cache Stores Credentials af854a3a-2127-422b-91ae-364da2661
rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661
Pony Mail! af854a3a-2127-422b-91ae-364da2661
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https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
https://exchange.xforce.ibmcloud.com/vulnerabilities/15547
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac%2540%253Ccvs.httpd.apache.org%253E
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1. Uverview.

www.osvdb.org/4446
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Apache mod_disk_cache Module Client Authentication Credential Storage Weakness
SecurityTracker.com Archives - Apache mod_disk_cache Stores Authentication Credentials on Disk
'Apache mod_disk_cache stores client authentication credentials on' - MARC
Secunia - Advisories - Sun Solaris Multiple Apache2 Vulnerabilities
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NVD

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.0.53: http://httpd.apache.org/security/vulnerabilities_20.html

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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