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AVNACUAUNCPIPAP Certain versions of Php-nuke from Francisco Burzi contain the

following vulnerability:

Cross-site request forgery (CSRF) vulnerability in Php-Nuke 6.x
through 7.1.0 allows remote attackers to gain administrative privileges
via an img tag with a URL to admin.php.

CVE-2004-1842 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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CVE References

Description

IBM X-Force Exchange

Secunia - Advisories - PHP-Nuke Script
Insertion Vulnerabilities

PHP-Nuke Image Tag Admin Command
Execution Vulnerability

'[waraxe-2004-SA#008 - easy way to get
superadmin rights in' - MARC

exchange.xforce.ibmcloud.com

web.archive.org

cve.report (archive

Link

€ XF phpnuke-img-gain-privileges(15596)

{ SECUNIA 11195

@ BID 9895

() BUGTRAQ 20040322 [waraxe-2004-SA#008 - easy way
to get superadmin rights in PhpNuke 6.x-7.1.0]

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Application
Application
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cpe:2.3:a:francisco_burzi:php-nuke:6.0
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cpe:2.3:a:francisco_burzi:php-nuke:6.5:*:*:*:*:*:*:*:
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cpe:2.3:a:francisco_burzi:php-nuke:6.6:*:*:*:":*:*:™:

cpe:2.3:a:francisco_burzi:php-nuke:6.7:":*: " "

aKLk LKLk LK LK LK,

cpe:2.3:a:francisco_burzi:php-nuke:6.9:*:*:*:*:**::

cpe:2.3:a:francisco_burzi:php-nuke:7.0:*:":"

dkakak ok akakuk,

cpe:2.3:a:francisco_burzi:php-nuke:7.0_final:*:*:*:*:*:*:*:

akLk kLKL kKK,

cpe:2.3:a:francisco_burzi:php-nuke:7.1:*:* "

cpe:2.3:a:francisco_burzi:php-nuke:6.0:*:*:*:*:

akLk Lk kKKK,

cpe:2.3:a:francisco_burzi:php-nuke:6.5:*:*:****::

akLk kKKK Lk,

cpe:2.3:a:francisco_burzi:php-nuke:6.5_betat:*:***:*:*:*:

dkakk ok akakk,

cpe:2.3:a:francisco_burzi:php-nuke:6.5_final:*:*:*:*:*:*:*:

cpe:2.3:a:francisco_burzi:php-nuke:6.6:*:*:*:*:*:*:™:
cpe:2.3:a:francisco_burzi:php-nuke:6.7:*:*:*:*:**:*:

cpe:2.3:a:francisco_burzi:php-nuke:6.9:*:*:*:*:*:*:*:

cpe:2.3:a:francisco_burzi:php-nuke:7.0:*: "

cpe:2.3:a:francisco_burzi:php-nuke:7.1:* "

No vendor comments have been submitted for this CVE
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