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The Web Filtering functionality in Kerio Personal Firewall (KPF) 4.0.13 allows remote attackers to cause a denial of service
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Kerio Personal Firewall 4.0.10 All All All
Kerio Personal Firewall 4.0.6 All All All
Kerio Personal Firewall 4.0.7 All All All
Kerio Personal Firewall 4.0.8 All All All
Kerio Personal Firewall 4.0.9 All All All
Kerio Personal Firewall 4.0.10 All All All
Kerio Personal Firewall 4.0.6 All All All
Kerio Personal Firewall 4.0.7 All All All
Kerio Personal Firewall 4.0.8 All All All
Kerio Personal Firewall 4.0.9 All All All

References

Reference Source Link Tags
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'Kerio Personal Firewall 4.0.13 - Remote DoS (Crash)' - MARC BUGTRAQ marc.info

Secunia - Advisories - Kerio Personal Firewall URL Handling Denial of Service SECUNIA  secunia.com Exploit
Neohapsis Archives - Bugtraq - #0061 - Kerio Personal Firewall 4 and IE 6 "Bug" BUGTRAQ archives.neohapsis.com Exploit
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Kerio Personal Firewall Web Filtering Remote Denial Of Service Vulnerability BID www.securityfocus.com Exploit

Page not found - GitHub Pages MISC www.cipher.org.uk Exploit
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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