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CVE-2004-2013

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLAUNC CILC/AC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Integer overflow in the SCTP_SOCKOPT_DEBUG_NAME SCTP
socket option in socket.c in the Linux kernel 2.4.25 and earlier allows
local users to execute arbitrary code via an optlen value of -1, which
causes kmalloc to allocate 0 bytes of memory.

CVE-2004-2013 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Neohapsis Archives - Bugtraq - #0091 - Linux Kernel | Exploit | (T) BUGTRAQ 20040511 Linux Kernel
sctp_setsockopt() Integer Overflow = sctp_setsockopt() Integer Overflow
Linux Kernel SCTP_SetSockOpt Integer Overflow Vulnerability (D) BID 10326
'TSLSA-2004-0029 - kernel' - MARC [ marc.info | @ TRUSTIX 2004-0029
IBM X-Force Exchange € XF linux-sctpsetsockopt-integer-
bo(16117)
[Full-Disclosure] Linux Kernel sctp_setsockopt() Integer 0 FULLDISC 20040511 Linux Kernel
Overflow scto setsockont() Inteaer Overflow



https://cve.report/
https://cve.report/CVE-2004-2013/mitre
https://cve.report/CVE-2004-2013/nist
https://cve.report/CVE-2004-2013/cve_org
https://cve.report/CVE-2004-2013.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/bugtraq/2004-05/0091.html
http://cve.report/bid/10326
http://marc.info/?l=bugtraq&m=108456230815842&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/16117
https://web.archive.org/web/2004/http://lists.netsys.com/pipermail/full-disclosure/2004-May/021223.html

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.0 All All All
System

Operating Linux Linux Kernel 2.0.1 All All All
System

Operating Linux Linux Kernel 2.0.10 All All All
System

Operating Linux Linux Kernel 2.0.11 All All All
System

Operating Linux Linux Kernel 2.0.12 All All All
System

Operating Linux Linux Kernel 2.0.13 All All All
System

Operating Linux Linux Kernel 2.0.14 All All All
System

Operating Linux Linux Kernel 2.0.15 All All All
System

Operating Linux Linux Kernel 2.0.16 All All All
System

Operating Linux Linux Kernel 2.0.17 All All All
System

Operating Linux Linux Kernel 2.0.18 All All All
System

Operating Linux Linux Kernel 2.0.19 All All All
System

Operating Linux Linux Kernel 2.0.2 All All All
System

Operating Linux Linux Kernel 2.0.20 All All All
System

Operating Linux Linux Kernel 2.0.21 All All All
System

Operating Linux Linux Kernel 2.0.22 All All All
System

Operating Linux Linux Kernel 2.0.23 All All All

System
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cpe:2.3:0:linux:linux_kernel:2.0:*:*:":

cpe:2.3:0:linux:linux_kernel:2.0.1:*:*: """

akLk LKLk KKK,

cpe:2.3:0:linux:linux_kernel:2.0.19:*:*: """

cpe:2.3:0:linux:linux_kernel:2.0.2:*:*:*:**:*:*:

ARk LKk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.0.20:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.0.22:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.0.23:*:*:**:*:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.24:*:*:**:**:*:
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akak kK kKK,

cpe:2.3:0:linux:linux_kernel:2.0.25:*:*:**:**:*:

LKk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.26:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.0.27::*: "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.29:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.3:*:*:**:*:*::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0.31: """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.32:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0.33:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.5:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:2.0.6:*:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:2.0.7:*:*: """

cpe:2.3:0:linux:linux_kernel:2.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.1:*:*: "

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.1.89:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.0::*:** "

cpe:2.3:0:linux:linux_kernel:2.2.1:*:*:** %"

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.2.10:*: "

rne? R:aclinniyliniiy karngl-D 9 9% Fokkkkok.



R I

cpe:2.3:0:linux:linux_kernel:2.2.14:**:**:*

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.2.15: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.2.15_pre20:*:*:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.2.16:*:*:***:*:*:

Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.2.16:pre6:*:*:*:*:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:2.2.17: """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.2.18:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.2.19:**:***:*1*:
cpe:2.3:0:linux:linux_kernel:2.2.2:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.2.20:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.3:*:*: """

cpe:2.3:0:linux:linux_kernel:2.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.7:*:*: """

cpe:2.3:0:linux:linux_kernel:2.2.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.3.0: % %"

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.3.99:*:*:**:**:*:

akak Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pret:*:*:*:*:*:*:



akakuk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre3:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre5:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre6:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.0:*: %

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*:*:**:*:*:

dkak kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

Rk kL kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

akLk kLK LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.14:*: x>

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.15:* "%

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4 17

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*:**:*:*:*:



Kakuk kLR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

akakukakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

akLk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:* "%

dkk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

dkLk kKK LRk,

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:**:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.24:*: x>

ARk kKR LKk,

cpe:2.3:0:linux:linux_kernel:2.4.24_ow1:*:*:*

ARk kL kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:™ "



cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: % **:

cpe:2.3:0:linux:linux_kernel:2.4.4::*:*x*:**:

cpe:2.3:0:linux:linux_kernel:2.4.5:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.4.7

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.4.9:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.0:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.1:*: %

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.10:**:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0. 11 %"

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0.12:*: %"

akLk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:2.0.21:*: %"

Ak kLK LK LK LK LK,

cpe:2.3:0:linux:linux_kernel:2.0.22:*:*:**:*:*:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.0.24:*:*:**:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.0.25:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.0.26:*:*:*:*:*:*:*:



akk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.0.28:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.29:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.0.3: " "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.30:™:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.32:*:*:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.33:*:*:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0.34:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0.35:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.0.36:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.0.37:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.4:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.7:%:*: """

cpe:2.3:0:linux:linux_kernel:2.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.0.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.1:*:%: "

cpe:2.3:0:linux:linux_kernel:2.2.0:*:*: " %:*:

cpe:2.3:0:linux:linux_kernel:2.2.1:*:*: """

Ak kLK LK KKK,

cpe:2.3:0:linux:linux_kernel:2.2.10:*: %"

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.2.11:* "%

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.2.13:*:*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.2.14:*: x>



Skuk ok akkuk.

cpe:2.3:0:linux:linux_kernel:2.2.15:pre16:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.2.16:*:*: "™

Kakuk oKk k.

cpe:2.3:0:linux:linux_kernel:2.2.16:pre6:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.2.18:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.2.19:**:* "™

cpe:2.3:0:linux:linux_kernel:2.2.2:*:*:**:**::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.2.21 """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.2.22:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.3:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:2.2.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.5:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.7:*:*:***:%:*:

cpe:2.3:0:linux:linux_kernel:2.2.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.2.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.3.0:*:*: " ":*:

akLk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pret:*:*:*:*:*:*:

akakkokukuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre2:*:*:*:*:*:*:

akkk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pred:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre5:*:*:*:*:*:*:



KRk akakk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre6:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.3.99:pre7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.0:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*: " ™

Rk kR akak,

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:0:linux:linux_kernel:2.4.0:test11:

SRk ok KKk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

kKoK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:*:*:**:*:*:

Rk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

akLK LKLk KKK,

cpe:2.3:0:linux:linux_kernel:2.4.15:*: "%

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.16:*:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*: """

dkakak kK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86::*:*:*:*:

dkakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

akakkokukuk.

coe:2.3:0:linux:linux kernel:2.4.18:pre3:*:*:*:*:*:*:



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre4:*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

KRk kLR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

Kakuk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.19:** "™

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

Kk koK kK.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:*:*:*:*:

KKk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:**:*:*:

akLk Lk ok Lk ak k.

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:*:*:*:

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.4.24:*:*:* >

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.25:*:*:* """

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: " **:

cpe:2.3:0:linux:linux_kernel:2.4.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.5::* % :**:



cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.7:**:***:**:

cpe:2.3:0:linux:linux_kernel:2.4.8: " "

cpe:2.3:0:linux:linux_kernel:2.4.9:

No vendor comments have been submitted for this CVE
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