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Summary

CVE CVE-2004-2044

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-06-01 04:00:00 UTC

Updated 2017-07-11 01:31:00 UTC

Description PHP-Nuke 7.3, and other products that use the PHP-Nuke codebase such as the Nuke Cops betaNC PHP-Nuke Bundle, OSCNukeLite 3.1, and OSC2Nuke 7x do not properly use the eregi() PHP function with $_SERVER['PHP_SELF'] to identify the calling script, which allows remote attackers to directly access scripts, obtain path information via a PHP error message, and possibly gain access, as demonstrated using an HTTP request that contains the "admin.php" string.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Francisco Burzi Php-nuke 5.0 All All All

Application Francisco Burzi Php-nuke 5.0.1 All All All

Application Francisco Burzi Php-nuke 5.1 All All All

Application Francisco Burzi Php-nuke 5.2 All All All

Application Francisco Burzi Php-nuke 5.2a All All All

Application Francisco Burzi Php-nuke 5.3.1 All All All

Application Francisco Burzi Php-nuke 5.4 All All All

Application Francisco Burzi Php-nuke 5.5 All All All

Application Francisco Burzi Php-nuke 5.6 All All All

Application Francisco Burzi Php-nuke 6.0 All All All

Application Francisco Burzi Php-nuke 6.5 All All All

Application Francisco Burzi Php-nuke 6.5_beta1 All All All

Application Francisco Burzi Php-nuke 6.5_final All All All

Application Francisco Burzi Php-nuke 6.5_rc1 All All All

Application Francisco Burzi Php-nuke 6.5_rc2 All All All

Application Francisco Burzi Php-nuke 6.5_rc3 All All All

Application Francisco Burzi Php-nuke 6.6 All All All
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Application Francisco Burzi Php-nuke 6.6 All All All

Application Francisco Burzi Php-nuke 6.7 All All All

Application Francisco Burzi Php-nuke 6.9 All All All

Application Francisco Burzi Php-nuke 7.0 All All All

Application Francisco Burzi Php-nuke 7.0_final All All All

Application Francisco Burzi Php-nuke 7.1 All All All

Application Francisco Burzi Php-nuke 7.2 All All All

Application Francisco Burzi Php-nuke 7.3 All All All

Application Francisco Burzi Php-nuke 5.0 All All All

Application Francisco Burzi Php-nuke 5.0.1 All All All

Application Francisco Burzi Php-nuke 5.1 All All All

Application Francisco Burzi Php-nuke 5.2 All All All

Application Francisco Burzi Php-nuke 5.2a All All All

Application Francisco Burzi Php-nuke 5.3.1 All All All

Application Francisco Burzi Php-nuke 5.4 All All All

Application Francisco Burzi Php-nuke 5.5 All All All

Application Francisco Burzi Php-nuke 5.6 All All All

Application Francisco Burzi Php-nuke 6.0 All All All

Application Francisco Burzi Php-nuke 6.5 All All All

Application Francisco Burzi Php-nuke 6.5_beta1 All All All

Application Francisco Burzi Php-nuke 6.5_final All All All

Application Francisco Burzi Php-nuke 6.5_rc1 All All All

Application Francisco Burzi Php-nuke 6.5_rc2 All All All

Application Francisco Burzi Php-nuke 6.5_rc3 All All All

Application Francisco Burzi Php-nuke 6.6 All All All

Application Francisco Burzi Php-nuke 6.7 All All All

Application Francisco Burzi Php-nuke 6.9 All All All

Application Francisco Burzi Php-nuke 7.0 All All All

Application Francisco Burzi Php-nuke 7.0_final All All All

Application Francisco Burzi Php-nuke 7.1 All All All

Application Francisco Burzi Php-nuke 7.2 All All All

Application Francisco Burzi Php-nuke 7.3 All All All

Application Oscommerce Osc2nuke 7x_1.0 All All All

Application Oscommerce Osc2nuke 7x_1.0 All All All

Application Paul Laudanski Betanc Php-nuke bundle All All All

Application Paul Laudanski Betanc Php-nuke bundle All All All
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Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

References

Reference Source

Secunia - Advisories - PHP-Nuke Direct Script Access Restriction Bypass Weakness SECUNIA

IBM X-Force Exchange XF

'[Squid 2004-Nuke-001] Inadequate Security Checking in PHPNuke' - MARC BUGTRAQ

Neohapsis Archives - Bugtraq - #0005 - [Squid 2004-betaNC-001] Inadequate Security Checking in NukeCops betaNC Bundle BUGTRAQ

'Re: [Squid 2004-Nuke-001] Inadequate Security Checking in PHPNuke' - MARC BUGTRAQ

Neohapsis Archives - Bugtraq - #0006 - [Squid 2004-OSC2Nuke-001] Inadequate Security Checking in OSC2Nuke BUGTRAQ

PHP-Nuke Direct Script Access Security Bypass Vulnerability BID

6593 OSVDB

IBM X-Force Exchange XF

IBM X-Force Exchange XF

IBM X-Force Exchange XF

'[Squid 2004-betaNC-001] Inadequate Security Checking in NukeCops' - MARC BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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