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AV-LIAC:LAUNIC PIP/AR Certain versions of CVSUp from CVSUp contain the foIIowing
’ vulnerability:

Certain third-party packages for CVSup 16.1h, such as SuSE Linux,
contain untrusted paths in the ELF RPATH fields of certain
executables, which could allow local users to execute arbitrary code by
causing cvsup to link against malicious libraries that are created in
world-writable directories such as /usr/src/packages.

CVE-2004-2133 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
IBM X-Force Exchange € XF cvsup-rpath-gain-privileges(14994)
'Security Announcement: untrusted ELF library path [ marc.info | (7) BUGTRAQ 20040129 Security Announcement:
in some cvsup binary RPMs' - MARC untrusted ELF library path in some cvsup binary
RPMs
Third-party CVSup Binary Insecure ELF RPATH [ Patch | (D) BID 9523
Library Replacement Vulnerability
texthtml|
[ Exploit | (Z) VULNWATCH 20040129 Security
Announcement: untrusted ELF library path in some
cvsup binary RPMs


https://cve.report/
https://cve.report/CVE-2004-2133/mitre
https://cve.report/CVE-2004-2133/nist
https://cve.report/CVE-2004-2133/cve_org
https://cve.report/CVE-2004-2133.pdf
http://cve.report/software/cvsup/cvsup
http://cve.report/vendor/cvsup
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/14994
http://marc.info/?l=bugtraq&m=107539776002450&w=2
http://cve.report/bid/9523
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/vulnwatch/2004-q1/0025.html

text/html

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Cvsup Cvsup cvsup-16.1h-2.i386.rpm All All All
Application Cvsup Cvsup cvsup-16.1h-36.i586.rpm All All All
Application Cvsup Cvsup cvsup-16.1h-43.i586.rpm All All All
Application Cvsup Cvsup cvsup-16.1h-2.i386.rpm All All All
Application Cvsup Cvsup cvsup-16.1h-36.i586.rpm All All All
Application Cvsup Cvsup cvsup-16.1h-43.i586.rpm All All All
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No vendor comments have been submitted for this CVE
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