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AVNACMAUNCRIPAP Certain versions of Mysqglguest from Allwebscripts contain the following
’ vulnerability:

Cross-site scripting (XSS) vulnerability in AWSguest.php in
AllWebScripts MySQLGuest allows remote attackers to inject arbitrary
HTML and PHP code via the (1) Name, (2) Email, (3) Homepage or (4)
Comments field.

CVE-2004-2138 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM
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CVE References

Description Tags Link
IBM X-Force Exchange € XF mysqlguest-awsguestphp-xss(17462)
AllWebScripts MySQLGuest HTML Injection Vulnerability (D) BID 11234
[ Explot © MISC
www.computerknights.org/forum_viewtopic.php?
2.122
SecurityTracker.com Archives - MySQLGuest Lack of 7y SECTRACK 1011376
Input Validation Lets Remote Users Conduct Cross-Site
Scripting Attacks
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https://cve.report/CVE-2004-2138/nist
https://cve.report/CVE-2004-2138/cve_org
https://cve.report/CVE-2004-2138.pdf
http://cve.report/software/allwebscripts/mysqlguest
http://cve.report/vendor/allwebscripts
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/17462
http://cve.report/bid/11234
http://www.computerknights.org/forum_viewtopic.php?2.122
http://securitytracker.com/id?1011376
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Allwebscripts Mysqlguest All All All All
Application Allwebscripts Mysqlguest All All All All

cpe:2.3:a:allwebscripts:mysqlguest:™:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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