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Summary

CVE CVE-2004-2182

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2008-09-05 04:00:00 UTC

Description Session fixation vulnerability in Macromedia JRun 4.0 allows remote attackers to hijack user sessions by pre-setting the user session ID information used by the session server.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Macromedia Jrun 4.0 All All All

Application Macromedia Jrun 4.0 sp1 All All

Application Macromedia Jrun 4.0 sp1a All All

Application Macromedia Jrun 4.0_build_61650 All All All

Application Macromedia Jrun 4.0 All All All

Application Macromedia Jrun 4.0 sp1 All All

Application Macromedia Jrun 4.0 sp1a All All

Application Macromedia Jrun 4.0_build_61650 All All All

References

Reference Source Link Tags

Macromedia JRun Management Console Administrative Session Fixation Vulnerability BID www.securityfocus.com

Macromedia - MPSB04-08 : Cumulative Security Patch available for JRunserver ALLAIRE www.macromedia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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