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Summary

CVE CVE-2004-2320

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-11 01:31:00 UTC

Description The default configuration of BEA WebLogic Server and Express 8.1 SP2 and earlier, 7.0 SP4 and earlier, 6.1 through SP6, and 5.1 through SP13 responds to the HTTP TRACE request, which can allow remote attackers to steal information using cross-site tracing (XST) attacks in applications that are vulnerable to cross-site scripting.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bea Weblogic Server 5.1 All express All

Application Bea Weblogic Server 5.1 All win32 All

Application Bea Weblogic Server 5.1 sp1 All All

Application Bea Weblogic Server 5.1 sp1 express All

Application Bea Weblogic Server 5.1 sp1 win32 All

Application Bea Weblogic Server 5.1 sp10 All All

Application Bea Weblogic Server 5.1 sp10 express All

Application Bea Weblogic Server 5.1 sp10 win32 All

Application Bea Weblogic Server 5.1 sp11 All All

Application Bea Weblogic Server 5.1 sp11 express All

Application Bea Weblogic Server 5.1 sp11 win32 All

Application Bea Weblogic Server 5.1 sp12 All All

Application Bea Weblogic Server 5.1 sp12 express All

Application Bea Weblogic Server 5.1 sp12 win32 All

Application Bea Weblogic Server 5.1 sp13 All All

Application Bea Weblogic Server 5.1 sp13 express All

Application Bea Weblogic Server 5.1 sp13 win32 All
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Application Bea Weblogic Server 5.1 sp13 win32 All

Application Bea Weblogic Server 5.1 sp2 All All

Application Bea Weblogic Server 5.1 sp2 express All

Application Bea Weblogic Server 5.1 sp2 win32 All

Application Bea Weblogic Server 5.1 sp3 All All

Application Bea Weblogic Server 5.1 sp3 express All

Application Bea Weblogic Server 5.1 sp3 win32 All

Application Bea Weblogic Server 5.1 sp4 All All

Application Bea Weblogic Server 5.1 sp4 express All

Application Bea Weblogic Server 5.1 sp4 win32 All

Application Bea Weblogic Server 5.1 sp5 All All

Application Bea Weblogic Server 5.1 sp5 express All

Application Bea Weblogic Server 5.1 sp5 win32 All

Application Bea Weblogic Server 5.1 sp6 All All

Application Bea Weblogic Server 5.1 sp6 express All

Application Bea Weblogic Server 5.1 sp6 win32 All

Application Bea Weblogic Server 5.1 sp7 All All

Application Bea Weblogic Server 5.1 sp7 express All

Application Bea Weblogic Server 5.1 sp7 win32 All

Application Bea Weblogic Server 5.1 sp8 All All

Application Bea Weblogic Server 5.1 sp8 express All

Application Bea Weblogic Server 5.1 sp8 win32 All

Application Bea Weblogic Server 5.1 sp9 All All

Application Bea Weblogic Server 5.1 sp9 express All

Application Bea Weblogic Server 5.1 sp9 win32 All

Application Bea Weblogic Server 6.1 All All All

Application Bea Weblogic Server 6.1 All express All

Application Bea Weblogic Server 6.1 All win32 All

Application Bea Weblogic Server 6.1 sp1 All All

Application Bea Weblogic Server 6.1 sp1 express All

Application Bea Weblogic Server 6.1 sp1 win32 All

Application Bea Weblogic Server 6.1 sp2 All All

Application Bea Weblogic Server 6.1 sp2 express All

Application Bea Weblogic Server 6.1 sp2 win32 All

Application Bea Weblogic Server 6.1 sp3 All All

Application Bea Weblogic Server 6.1 sp3 express All
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Application Bea Weblogic Server 6.1 sp3 win32 All

Application Bea Weblogic Server 6.1 sp4 All All

Application Bea Weblogic Server 6.1 sp4 express All

Application Bea Weblogic Server 6.1 sp4 win32 All

Application Bea Weblogic Server 6.1 sp5 All All

Application Bea Weblogic Server 6.1 sp5 express All

Application Bea Weblogic Server 6.1 sp5 win32 All

Application Bea Weblogic Server 6.1 sp6 All All

Application Bea Weblogic Server 6.1 sp6 win32 All

Application Bea Weblogic Server 7.0 All All All

Application Bea Weblogic Server 7.0 All express All

Application Bea Weblogic Server 7.0 All win32 All

Application Bea Weblogic Server 7.0 sp1 All All

Application Bea Weblogic Server 7.0 sp1 express All

Application Bea Weblogic Server 7.0 sp1 win32 All

Application Bea Weblogic Server 7.0 sp2 All All

Application Bea Weblogic Server 7.0 sp2 express All

Application Bea Weblogic Server 7.0 sp2 win32 All

Application Bea Weblogic Server 7.0 sp3 All All

Application Bea Weblogic Server 7.0 sp3 express All

Application Bea Weblogic Server 7.0 sp3 win32 All

Application Bea Weblogic Server 7.0 sp4 All All

Application Bea Weblogic Server 7.0 sp4 express All

Application Bea Weblogic Server 7.0 sp4 win32 All

Application Bea Weblogic Server 8.1 All All All

Application Bea Weblogic Server 8.1 All express All

Application Bea Weblogic Server 8.1 All win32 All

Application Bea Weblogic Server 8.1 sp1 All All

Application Bea Weblogic Server 8.1 sp1 express All

Application Bea Weblogic Server 8.1 sp1 win32 All

Application Bea Weblogic Server 8.1 sp2 All All

Application Bea Weblogic Server 8.1 sp2 express All

Application Bea Weblogic Server 8.1 sp2 win32 All

Application Bea Weblogic Server 5.1 All express All

Application Bea Weblogic Server 5.1 All win32 All

Application Bea Weblogic Server 5.1 sp1 All All
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Application Bea Weblogic Server 5.1 sp1 All All

Application Bea Weblogic Server 5.1 sp1 express All

Application Bea Weblogic Server 5.1 sp1 win32 All

Application Bea Weblogic Server 5.1 sp10 All All

Application Bea Weblogic Server 5.1 sp10 express All

Application Bea Weblogic Server 5.1 sp10 win32 All

Application Bea Weblogic Server 5.1 sp11 All All

Application Bea Weblogic Server 5.1 sp11 express All

Application Bea Weblogic Server 5.1 sp11 win32 All

Application Bea Weblogic Server 5.1 sp12 All All

Application Bea Weblogic Server 5.1 sp12 express All

Application Bea Weblogic Server 5.1 sp12 win32 All

Application Bea Weblogic Server 5.1 sp13 All All

Application Bea Weblogic Server 5.1 sp13 express All

Application Bea Weblogic Server 5.1 sp13 win32 All

Application Bea Weblogic Server 5.1 sp2 All All

Application Bea Weblogic Server 5.1 sp2 express All

Application Bea Weblogic Server 5.1 sp2 win32 All

Application Bea Weblogic Server 5.1 sp3 All All

Application Bea Weblogic Server 5.1 sp3 express All

Application Bea Weblogic Server 5.1 sp3 win32 All

Application Bea Weblogic Server 5.1 sp4 All All

Application Bea Weblogic Server 5.1 sp4 express All

Application Bea Weblogic Server 5.1 sp4 win32 All

Application Bea Weblogic Server 5.1 sp5 All All

Application Bea Weblogic Server 5.1 sp5 express All

Application Bea Weblogic Server 5.1 sp5 win32 All

Application Bea Weblogic Server 5.1 sp6 All All

Application Bea Weblogic Server 5.1 sp6 express All

Application Bea Weblogic Server 5.1 sp6 win32 All

Application Bea Weblogic Server 5.1 sp7 All All

Application Bea Weblogic Server 5.1 sp7 express All

Application Bea Weblogic Server 5.1 sp7 win32 All

Application Bea Weblogic Server 5.1 sp8 All All

Application Bea Weblogic Server 5.1 sp8 express All

Application Bea Weblogic Server 5.1 sp8 win32 All

http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server


Application Bea Weblogic Server 5.1 sp9 All All

Application Bea Weblogic Server 5.1 sp9 express All

Application Bea Weblogic Server 5.1 sp9 win32 All

Application Bea Weblogic Server 6.1 All All All

Application Bea Weblogic Server 6.1 All express All

Application Bea Weblogic Server 6.1 All win32 All

Application Bea Weblogic Server 6.1 sp1 All All

Application Bea Weblogic Server 6.1 sp1 express All

Application Bea Weblogic Server 6.1 sp1 win32 All

Application Bea Weblogic Server 6.1 sp2 All All

Application Bea Weblogic Server 6.1 sp2 express All

Application Bea Weblogic Server 6.1 sp2 win32 All

Application Bea Weblogic Server 6.1 sp3 All All

Application Bea Weblogic Server 6.1 sp3 express All

Application Bea Weblogic Server 6.1 sp3 win32 All

Application Bea Weblogic Server 6.1 sp4 All All

Application Bea Weblogic Server 6.1 sp4 express All

Application Bea Weblogic Server 6.1 sp4 win32 All

Application Bea Weblogic Server 6.1 sp5 All All

Application Bea Weblogic Server 6.1 sp5 express All

Application Bea Weblogic Server 6.1 sp5 win32 All

Application Bea Weblogic Server 6.1 sp6 All All

Application Bea Weblogic Server 6.1 sp6 win32 All

Application Bea Weblogic Server 7.0 All All All

Application Bea Weblogic Server 7.0 All express All

Application Bea Weblogic Server 7.0 All win32 All

Application Bea Weblogic Server 7.0 sp1 All All

Application Bea Weblogic Server 7.0 sp1 express All

Application Bea Weblogic Server 7.0 sp1 win32 All

Application Bea Weblogic Server 7.0 sp2 All All

Application Bea Weblogic Server 7.0 sp2 express All

Application Bea Weblogic Server 7.0 sp2 win32 All

Application Bea Weblogic Server 7.0 sp3 All All

Application Bea Weblogic Server 7.0 sp3 express All

Application Bea Weblogic Server 7.0 sp3 win32 All

http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server


Application Bea Weblogic Server 7.0 sp4 All All

Application Bea Weblogic Server 7.0 sp4 express All

Application Bea Weblogic Server 7.0 sp4 win32 All

Application Bea Weblogic Server 8.1 All All All

Application Bea Weblogic Server 8.1 All express All

Application Bea Weblogic Server 8.1 All win32 All

Application Bea Weblogic Server 8.1 sp1 All All

Application Bea Weblogic Server 8.1 sp1 express All

Application Bea Weblogic Server 8.1 sp1 win32 All

Application Bea Weblogic Server 8.1 sp2 All All

Application Bea Weblogic Server 8.1 sp2 express All

Application Bea Weblogic Server 8.1 sp2 win32 All

References

Reference

SecurityTracker.com Archives - WebLogic Server and Express Input Validation Flaw in Processing HTTP TRACE Requests Permits Cross-Site Scripting

IBM X-Force Exchange

Patches available to prevent compromise of user accounts

Secunia - Advisories - BEA WebLogic HTTP TRACE Response Cross-Site Scripting Issue

3726

Vulnerability Note VU#867593 - Web servers enable HTTP TRACE method by default

WebLogic Server and Express HTTP TRACE Credential Theft Vulnerability

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-03-05 Joshua Bressers The Apache Software Foundation do not treat this as a security issue. A configuration change can be made to disable the ability to respond to HTTP TRACE requests if required. For more information please see: http://www.apacheweek.com/issues/03-01-24#news

Legacy QID Mappings
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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296059 Oracle Solaris 11.4 Support Repository Update (SRU) 36.0.1.101.2 Missing (CPUJUL2021)

296060 Oracle Solaris 11.4 Support Repository Update (SRU) 37.0.1.101.1 Missing (CPUJUL2021)
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