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Summary

CVE CVE-2004-2334

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-07-11 01:31:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in EMU Webmail 5.2.7 allow remote attackers to inject arbitrary web script or HTML via (1) a hex-encoded value to the variable parameter in emumail.fcgi, (2) the folder parameter in emumail.fcgi, or Javascript in the (3) username or (4) password field in the login page.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emumail Emu Webmail 5.2.7 All All All

Application Emumail Emu Webmail 5.2.7 All All All

References

Reference Source Link

4204 OSVDB www.osvdb.org

Zone-H.org * Advisories MISC www.zone-h.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Secunia - Advisories - Emumail Webmail Cross Site Scripting Vulnerability SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

4972 OSVDB www.osvdb.org

EMU Webmail 'emumail.fcgi' Input Validation Flaw Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK securitytracker.com

Page not found - CVE.report MISC members.lycos.co.uk

Emumail EMU Webmail Multiple Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2004-2334/mitre
https://cve.report/CVE-2004-2334/nist
https://cve.report/CVE-2004-2334/cve_org
https://cve.report/api/cve/CVE-2004-2334.json
https://cve.report/CVE-2004-2334.pdf
http://cve.report/vendor/emumail
http://cve.report/software/emumail/emu_webmail
http://cve.report/vendor/emumail
http://cve.report/software/emumail/emu_webmail
http://www.osvdb.org/4204
http://www.zone-h.com/advisories/read/id=4141
https://exchange.xforce.ibmcloud.com/vulnerabilities/15452
http://secunia.com/advisories/11110
https://exchange.xforce.ibmcloud.com/vulnerabilities/15451
http://www.osvdb.org/4972
http://securitytracker.com/id?1009397
http://members.lycos.co.uk/r34ct/main/emu/emu.txt
http://www.securityfocus.com/bid/9861
https://www.cve.org/CVERecord?id=CVE-2004-2334
https://nvd.nist.gov/vuln/detail/CVE-2004-2334


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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