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AVNACLIAUNIC:CH:CIAC Certain versions of Truemobile 1300 Wlan Mlnl-pCI Card Util
: Trayapplet from Dell contain the following vulnerability:

Dell TrueMobile 1300 WLAN Mini-PCI Card Util TrayApplet 3.10.39.0
does not properly drop SYSTEM privileges when started from the
systray applet, which allows local users to gain privileges by accessing
the Help functionality.

CVE-2004-2359 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low (one |
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Impact Impact Impact

CVE References

Description Tags Link

Dell TrueMobile 1300 WLAN System Tray Applet Local () BID 9714

Privilege Escalation Vulnerability

Dell TrueMobile Help Application Yields SYSTEM 7y SECTRACK 1009174

Privileges to Local Users - SecurityTracker

Secunia - Advisories - Dell TrueMobile WLAN Card Utility Y SECUNIA 10949

Privilege Escalation Vulnerability

IBM X-Force Exchange € XF dell-truemobile-gain-privileges(15285)
(® VULNWATCH 20040222 Dell TrueMobile
Wireless Help Privilege Escalation Vulnerability
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Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor  Product Version Update  Edition Language
Application Dell Truemobile 1300 Wian Mini-pci Card Util Trayapplet 3.10.39.0 All All All
Application Dell Truemobile 1300 Wlan Mini-pci Card Util Trayapplet 3.10.39.0 Al All All

cpe:2.3:a:dell:truemobile_1300_wlan_mini-pci_card_util_trayapplet:3.10.39.0:*:*:***:*:*:

cpe:2.3:a:dell:truemobile_1300_wlan_mini-pci_card_util_trayapplet:3.10.39.0:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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