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CVE CVE-2004-2425
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC
Updated 2017-07-11 01:31:00 UTC
Description Axis Network Camera 2.40 and earlier, and Video Server 3.12 and earlier, allows remote attackers to execute arbitrary com

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Axis 2100 Network Camera 212 All All All
Hardware Axis 2100 Network Camera 2.30 All All All
Hardware Axis 2100 Network Camera 2.31 All All All
Hardware Axis 2100 Network Camera 2.32 All All All
Hardware Axis 2100 Network Camera 2.33 All All All
Hardware Axis 2100 Network Camera 2.34 All All All
Hardware Axis 2100 Network Camera 2.40 All All All
Hardware Axis 2100 Network Camera 2.41 All All All
Hardware Axis 2100 Network Camera 212 All All All
Hardware Axis 2100 Network Camera 2.30 All All All
Hardware Axis 2100 Network Camera 2.31 All All All
Hardware Axis 2100 Network Camera 2.32 All All All
Hardware Axis 2100 Network Camera 2.33 All All All
Hardware Axis 2100 Network Camera 2.34 All All All
Hardware Axis 2100 Network Camera 2.40 All All All
Hardware Axis 2100 Network Camera 2.41 All All All
Hardware Axis 2110 Network Camera 212 All All All


https://cve.report/
https://cve.report/CVE-2004-2425/mitre
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Hardware Axis 2130 Ptz Network Camera 2.34 All All All

Hardware Axis 2130 Ptz Network Camera 2.40 All All All
Hardware Axis 230 Mpeg?2 Video Server 3.11 All All All
Hardware Axis 230 Mpeg2 Video Server 3.11 All All All
Hardware Axis 2400 Video Server 1.1 All All All
Hardware Axis 2400 Video Server 1.10 All All All
Hardware Axis 2400 Video Server 1.11 All All All
Hardware Axis 2400 Video Server 1.12 All All All
Hardware Axis 2400 Video Server 1.15 All All All
Hardware Axis 2400 Video Server 1.2 All All All
Hardware Axis 2400 Video Server 2.0 All All All
Hardware Axis 2400 Video Server 2.20 All All All
Hardware Axis 2400 Video Server 2.30 All All All
Hardware Axis 2400 Video Server 2.31 All All All
Hardware Axis 2400 Video Server 2.32 All All All
Hardware Axis 2400 Video Server 2.33 All All All
Hardware Axis 2400 Video Server 2.34 All All All
Hardware Axis 2400 Video Server 3.11 All All All
Hardware Axis 2400 Video Server 3.12 All All All
Hardware Axis 2400 Video Server 1.1 All All All
Hardware Axis 2400 Video Server 1.10 All All All
Hardware Axis 2400 Video Server 1.11 All All All
Hardware Axis 2400 Video Server 1.12 All All All
Hardware Axis 2400 Video Server 1.15 All All All
Hardware Axis 2400 Video Server 1.2 All All All
Hardware Axis 2400 Video Server 2.0 All All All
Hardware Axis 2400 Video Server 2.20 All All All
Hardware Axis 2400 Video Server 2.30 All All All
Hardware Axis 2400 Video Server 2.31 All All All
Hardware Axis 2400 Video Server 2.32 All All All
Hardware Axis 2400 Video Server 2.33 All All All
Hardware Axis 2400 Video Server 2.34 All All All
Hardware Axis 2400 Video Server 3.11 All All All
Hardware Axis 2400 Video Server 3.12 All All All

Hardware Axis 2401 Video Server 1.0_1 All All All
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Hardware Axis 2420 Network Camera 2.34 All All All
Hardware Axis 2420 Network Camera 2.40 All All All
Hardware Axis 2420 Network Camera 2.41 All All All
Hardware Axis 2420 Video Server 2.32 All All All
Hardware Axis 2420 Video Server 2.34 All All All
Hardware Axis 2420 Video Server 2.32 All All All
Hardware Axis 2420 Video Server 2.34 All All All
Hardware Axis 2460 Network Dvr All All All All
Hardware Axis 2460 Network Dvr 3.10 All All All
Hardware Axis 2460 Network Dvr 3.11 All All All
Hardware Axis 2460 Network Dvr All All All All
Hardware Axis 2460 Network Dvr 3.10 All All All
Hardware Axis 2460 Network Dvr 3.11 All All All
Hardware Axis 2490 Serial Server All All All All
Hardware Axis 2490 Serial Server 2113 All All All
Hardware Axis 2490 Serial Server All All All All
Hardware Axis 2490 Serial Server 2113 All All All
Hardware Axis 250s Video Server All All All All
Hardware Axis 250s Video Server 3.08 All All All
Hardware Axis 250s Video Server 3.10 All All All
Hardware Axis 250s Video Server All All All All
Hardware Axis 250s Video Server 3.03 All All All
Hardware Axis 250s Video Server 3.10 All All All
Hardware Axis Storpoint Cd All All All All
Hardware Axis Storpoint Cd All All All All
Reference Sour:
9121 OosVI

Neohapsis Archives - Full Disclosure List - #0948 - [Full-Disclosure] [PoC] Nasty bug(s) found in Axis Network Camera/Video Servers  FULL

SecurityTracker.com Archives - Axis Network Cameras Let Remote Users View and Edit Files on the Device SECT
Secunia - Advisories - Axis Network Camera / Video Server Command Injection and Directory Traversal SECL
IBM X-Force Exchange XF
Axis Network Camera And Video Server Multiple Vulnerabilities BID
Neohapsis Archives - Full Disclosure List - #1282 - [Full-Disclosure] Axis Network Camera and Video Server Security Advisory FULL
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http://securitytracker.com/id?1011056
http://secunia.com/advisories/12353
https://exchange.xforce.ibmcloud.com/vulnerabilities/17076
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NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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