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Summary

CVE CVE-2004-2427

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2008-09-05 20:44:00 UTC

Description Axis Network Camera 2.40 and earlier, and Video Server 3.12 and earlier, allows remote attackers to obtain sensitive information via direct requests to (1) admin/getparam.cgi, (2) admin/systemlog.cgi, (3) admin/serverreport.cgi, and (4) admin/paramlist.cgi, modify system information via (5) setparam.cgi and (6) factorydefault.cgi, or (7) cause a denial of service (reboot) via restart.cgi.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Axis 2100 Network Camera 2.12 All All All

Hardware Axis 2100 Network Camera 2.30 All All All

Hardware Axis 2100 Network Camera 2.31 All All All

Hardware Axis 2100 Network Camera 2.32 All All All

Hardware Axis 2100 Network Camera 2.33 All All All

Hardware Axis 2100 Network Camera 2.34 All All All

Hardware Axis 2100 Network Camera 2.40 All All All

Hardware Axis 2100 Network Camera 2.41 All All All

Hardware Axis 2100 Network Camera 2.12 All All All

Hardware Axis 2100 Network Camera 2.30 All All All

Hardware Axis 2100 Network Camera 2.31 All All All

Hardware Axis 2100 Network Camera 2.32 All All All

Hardware Axis 2100 Network Camera 2.33 All All All

Hardware Axis 2100 Network Camera 2.34 All All All

Hardware Axis 2100 Network Camera 2.40 All All All

Hardware Axis 2100 Network Camera 2.41 All All All

Hardware Axis 2110 Network Camera 2.12 All All All
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Hardware Axis 2110 Network Camera 2.12 All All All

Hardware Axis 2110 Network Camera 2.30 All All All

Hardware Axis 2110 Network Camera 2.31 All All All

Hardware Axis 2110 Network Camera 2.32 All All All

Hardware Axis 2110 Network Camera 2.34 All All All

Hardware Axis 2110 Network Camera 2.40 All All All

Hardware Axis 2110 Network Camera 2.41 All All All

Hardware Axis 2110 Network Camera 2.12 All All All

Hardware Axis 2110 Network Camera 2.30 All All All

Hardware Axis 2110 Network Camera 2.31 All All All

Hardware Axis 2110 Network Camera 2.32 All All All

Hardware Axis 2110 Network Camera 2.34 All All All

Hardware Axis 2110 Network Camera 2.40 All All All

Hardware Axis 2110 Network Camera 2.41 All All All

Hardware Axis 2120 Network Camera 2.12 All All All

Hardware Axis 2120 Network Camera 2.30 All All All

Hardware Axis 2120 Network Camera 2.31 All All All

Hardware Axis 2120 Network Camera 2.32 All All All

Hardware Axis 2120 Network Camera 2.34 All All All

Hardware Axis 2120 Network Camera 2.40 All All All

Hardware Axis 2120 Network Camera 2.41 All All All

Hardware Axis 2120 Network Camera 2.12 All All All

Hardware Axis 2120 Network Camera 2.30 All All All

Hardware Axis 2120 Network Camera 2.31 All All All

Hardware Axis 2120 Network Camera 2.32 All All All

Hardware Axis 2120 Network Camera 2.34 All All All

Hardware Axis 2120 Network Camera 2.40 All All All

Hardware Axis 2120 Network Camera 2.41 All All All

Hardware Axis 2130 Ptz Network Camera 2.30 All All All

Hardware Axis 2130 Ptz Network Camera 2.31 All All All

Hardware Axis 2130 Ptz Network Camera 2.32 All All All

Hardware Axis 2130 Ptz Network Camera 2.34 All All All

Hardware Axis 2130 Ptz Network Camera 2.40 All All All

Hardware Axis 2130 Ptz Network Camera 2.30 All All All

Hardware Axis 2130 Ptz Network Camera 2.31 All All All

Hardware Axis 2130 Ptz Network Camera 2.32 All All All
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Hardware Axis 2130 Ptz Network Camera 2.34 All All All

Hardware Axis 2130 Ptz Network Camera 2.40 All All All

Hardware Axis 230 Mpeg2 Video Server 3.11 All All All

Hardware Axis 230 Mpeg2 Video Server 3.11 All All All

Hardware Axis 2400 Video Server 1.1 All All All

Hardware Axis 2400 Video Server 1.10 All All All

Hardware Axis 2400 Video Server 1.11 All All All

Hardware Axis 2400 Video Server 1.12 All All All

Hardware Axis 2400 Video Server 1.15 All All All

Hardware Axis 2400 Video Server 1.2 All All All

Hardware Axis 2400 Video Server 2.0 All All All

Hardware Axis 2400 Video Server 2.20 All All All

Hardware Axis 2400 Video Server 2.30 All All All

Hardware Axis 2400 Video Server 2.31 All All All

Hardware Axis 2400 Video Server 2.32 All All All

Hardware Axis 2400 Video Server 2.33 All All All

Hardware Axis 2400 Video Server 2.34 All All All

Hardware Axis 2400 Video Server 3.11 All All All

Hardware Axis 2400 Video Server 3.12 All All All

Hardware Axis 2400 Video Server 1.1 All All All

Hardware Axis 2400 Video Server 1.10 All All All

Hardware Axis 2400 Video Server 1.11 All All All

Hardware Axis 2400 Video Server 1.12 All All All

Hardware Axis 2400 Video Server 1.15 All All All

Hardware Axis 2400 Video Server 1.2 All All All

Hardware Axis 2400 Video Server 2.0 All All All

Hardware Axis 2400 Video Server 2.20 All All All

Hardware Axis 2400 Video Server 2.30 All All All

Hardware Axis 2400 Video Server 2.31 All All All

Hardware Axis 2400 Video Server 2.32 All All All

Hardware Axis 2400 Video Server 2.33 All All All

Hardware Axis 2400 Video Server 2.34 All All All

Hardware Axis 2400 Video Server 3.11 All All All

Hardware Axis 2400 Video Server 3.12 All All All

Hardware Axis 2401 Video Server 1.0_1 All All All

Hardware Axis 2401 Video Server 1.15 All All All
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Hardware Axis 2401 Video Server 1.15 All All All

Hardware Axis 2401 Video Server 2.20 All All All

Hardware Axis 2401 Video Server 2.30 All All All

Hardware Axis 2401 Video Server 2.31 All All All

Hardware Axis 2401 Video Server 2.32 All All All

Hardware Axis 2401 Video Server 2.33 All All All

Hardware Axis 2401 Video Server 2.34 All All All

Hardware Axis 2401 Video Server 3.12 All All All

Hardware Axis 2401 Video Server 3.13 All All All

Hardware Axis 2401 Video Server 1.0_1 All All All

Hardware Axis 2401 Video Server 1.15 All All All

Hardware Axis 2401 Video Server 2.20 All All All

Hardware Axis 2401 Video Server 2.30 All All All

Hardware Axis 2401 Video Server 2.31 All All All

Hardware Axis 2401 Video Server 2.32 All All All

Hardware Axis 2401 Video Server 2.33 All All All

Hardware Axis 2401 Video Server 2.34 All All All

Hardware Axis 2401 Video Server 3.12 All All All

Hardware Axis 2401 Video Server 3.13 All All All

Hardware Axis 2411 Video Server 3.12 All All All

Hardware Axis 2411 Video Server 3.13 All All All

Hardware Axis 2411 Video Server 3.12 All All All

Hardware Axis 2411 Video Server 3.13 All All All

Hardware Axis 2420 Network Camera 2.12 All All All

Hardware Axis 2420 Network Camera 2.30 All All All

Hardware Axis 2420 Network Camera 2.31 All All All

Hardware Axis 2420 Network Camera 2.32 All All All

Hardware Axis 2420 Network Camera 2.33 All All All

Hardware Axis 2420 Network Camera 2.34 All All All

Hardware Axis 2420 Network Camera 2.40 All All All

Hardware Axis 2420 Network Camera 2.41 All All All

Hardware Axis 2420 Network Camera 2.12 All All All

Hardware Axis 2420 Network Camera 2.30 All All All

Hardware Axis 2420 Network Camera 2.31 All All All

Hardware Axis 2420 Network Camera 2.32 All All All

Hardware Axis 2420 Network Camera 2.33 All All All
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Hardware Axis 2420 Network Camera 2.34 All All All

Hardware Axis 2420 Network Camera 2.40 All All All

Hardware Axis 2420 Network Camera 2.41 All All All

Hardware Axis 2420 Video Server 2.32 All All All

Hardware Axis 2420 Video Server 2.34 All All All

Hardware Axis 2420 Video Server 2.32 All All All

Hardware Axis 2420 Video Server 2.34 All All All

Hardware Axis 2460 Network Dvr All All All All

Hardware Axis 2460 Network Dvr 3.10 All All All

Hardware Axis 2460 Network Dvr 3.11 All All All

Hardware Axis 2460 Network Dvr All All All All

Hardware Axis 2460 Network Dvr 3.10 All All All

Hardware Axis 2460 Network Dvr 3.11 All All All

Hardware Axis 2490 Serial Server All All All All

Hardware Axis 2490 Serial Server 2.11.3 All All All

Hardware Axis 2490 Serial Server All All All All

Hardware Axis 2490 Serial Server 2.11.3 All All All

Hardware Axis 250s Video Server All All All All

Hardware Axis 250s Video Server 3.03 All All All

Hardware Axis 250s Video Server 3.10 All All All

Hardware Axis 250s Video Server All All All All

Hardware Axis 250s Video Server 3.03 All All All

Hardware Axis 250s Video Server 3.10 All All All

Hardware Axis Storpoint Cd All All All All

Hardware Axis Storpoint Cd All All All All

References

Reference Source

9123 OSVDB

Neohapsis Archives - Full Disclosure List - #0948 - [Full-Disclosure] [PoC] Nasty bug(s) found in Axis Network Camera/Video Servers FULLDISC

9127 OSVDB

9125 OSVDB

SecurityTracker.com Archives - Axis Network Cameras Let Remote Users View and Edit Files on the Device SECTRACK

9128 OSVDB

9130 OSVDB

9126 OSVDB

http://cve.report/vendor/axis
http://cve.report/software/axis/2420_network_camera
http://cve.report/vendor/axis
http://cve.report/software/axis/2420_network_camera
http://cve.report/vendor/axis
http://cve.report/software/axis/2420_network_camera
http://cve.report/vendor/axis
http://cve.report/software/axis/2420_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2420_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2420_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2420_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2460_network_dvr
http://cve.report/vendor/axis
http://cve.report/software/axis/2460_network_dvr
http://cve.report/vendor/axis
http://cve.report/software/axis/2460_network_dvr
http://cve.report/vendor/axis
http://cve.report/software/axis/2460_network_dvr
http://cve.report/vendor/axis
http://cve.report/software/axis/2460_network_dvr
http://cve.report/vendor/axis
http://cve.report/software/axis/2460_network_dvr
http://cve.report/vendor/axis
http://cve.report/software/axis/2490_serial_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2490_serial_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2490_serial_server
http://cve.report/vendor/axis
http://cve.report/software/axis/2490_serial_server
http://cve.report/vendor/axis
http://cve.report/software/axis/250s_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/250s_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/250s_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/250s_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/250s_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/250s_video_server
http://cve.report/vendor/axis
http://cve.report/software/axis/storpoint_cd
http://cve.report/vendor/axis
http://cve.report/software/axis/storpoint_cd
http://www.osvdb.org/9123
http://archives.neohapsis.com/archives/fulldisclosure/2004-08/0948.html
http://www.osvdb.org/9127
http://www.osvdb.org/9125
http://securitytracker.com/id?1011056
http://www.osvdb.org/9128
http://www.osvdb.org/9130


9126 OSVDB

9129 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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