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CVE-2004-2540

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAP Certain versions of Jdk from Sun contain the following vulnerability:

readObject in (1) Java Runtime Environment (JRE) and (2) Software
Development Kit (SDK) 1.4.0 through 1.4.2_05 allows remote attackers
to cause a denial of service (JVM unresponsive) via crafted serialized
data.

CVE-2004-2540 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
(@ SUNALERT 57707
Secunia - Advisories - Sun Java Plug-in Sandbox Y{ SECUNIA 13271
Security Bypass Vulnerability
IBM X-Force Exchange € XF jre-sdk-readobject-dos(20027)
(%) BUGTRAQ 20050407 MacOSX Java Runtime
Environment Remote Denial-of-Service (DoS)
Vulnerability
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2004-2540/mitre
https://cve.report/CVE-2004-2540/nist
https://cve.report/CVE-2004-2540/cve_org
https://cve.report/CVE-2004-2540.pdf
http://cve.report/software/sun/jdk
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://sunsolve.sun.com/searchproxy/document.do?assetkey=1-26-57707-1
https://web.archive.org/web/2004/http://secunia.com/advisories/13271/
https://exchange.xforce.ibmcloud.com/vulnerabilities/20027
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/bugtraq/2005-04/0113.html
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sun Jdk 1.4 All linux All
Application Sun Jdk 14 All solaris All
Application Sun Jak 1.4 All windows All
Application Sun Jdk 1.4.0_01 All windows All
Application Sun Jdk 1.4.0_02 All linux All
Application Sun Jdk 1.4.0_02 All solaris All
Application Sun Jdk 1.4.0_02 All windows All
Application Sun Jdk 1.4.0_083 All linux All
Application Sun Jak 1.4.0_083 All solaris All
Application Sun Jak 1.4.0_03 All windows All
Application Sun Jak 1.4.0_4 All linux All
Application Sun Jak 1.4.0_4 All solaris All
Application Sun Jak 1.4.0_4 All windows All
Application Sun Jak 1.4.1 All linux All
Application Sun Jak 1.41 All solaris All
Application Sun Jak 1.4.1 All windows All
Application Sun Jdk 1.4.1_01 All linux All
Application Sun Jak 1.4.1_01 All solaris All
Application Sun Jdk 1.4.1_01 All windows All
Application Sun Jak 1.4.1_02 All linux All
Application Sun Jdk 1.4.1_02 All solaris All
Application Sun Jak 1.4.1_02 All windows All
Application Sun Jdk 1.4.1_083 All linux All
Application Sun Jdk 1.4.1_03 All solaris All
Application Sun Jdk 1.4.1_083 All windows All
Application Sun Jdk 1.4.2 All linux All
Application Sun Jdk 1.4.2 All solaris All
Application Sun Jak 1.4.2 All windows All

Application Sun Jdk 1.4.2_01 All linux All
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Ak kKKK,

cpe:2.3:a:sun:jdk:1.4.0_4:*:linux:™:*:*:*::

Skukkakuk.

cpe:2.3:a:sun:jdk:1.4.0_4:*:solaris:*:*:*:*:*:

Skukakakok.

cpe:2.3:a:sun:jdk:1.4.0_4:*:windows:*:*:*:*:*:

Ak kKK Lk,

cpe:2.3:a:sun:jdk:1.4.1: linux:*: " :*:

Skakukk k.

cpe:2.3:a:sun:jdk:1.4.1::windows:*:*:*:*:*:

dkakLk kK,

cpe:2.3:a:sun:jdk:1.4.1_01:*linux:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:sun:jdk:1.4.1_01:*:solaris:*:*:*:*:*:

Akak kKK,

cpe:2.3:a:sun:jdk:1.4.1_01:*:windows:*:*:*:*:*:

Lk Kk akak.

cpe:2.3:a:sunzjdk:1.4.2:*:windows:*:*:*:*:*:

dkakakakak,

cpe:2.3:a:sunjdk:1.4.2_01:"linux:* >



Ak kKKK,

cpe:2.3:a:sun:jdk:1.4:*linux:™:

Ak kKKK,

cpe:2.3:a:sun:jdk:1.4:*:solaris:*:*:*:*:*:

Skukkakuk.

cpe:2.3:a:sun:jdk:1.4:*:windows:*:*:*:*:*:

akakak KLk,

cpe:2.3:a:sun:jdk:1.4.0_01:*:windows:*:*:*:*:*:

ARk Lk kLK,

cpe:2.3:a:sun:jdk:1.4.0_02:*:solaris:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:sun:jdk:1.4.0_02:*:windows:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:sunzjdk:1.4.0_4:*:linux:*:*:*:*:*:

Skukakakak.

cpe:2.3:a:sun:jdk:1.4.0_4:*:solaris:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:sun:jdk:1.4.0_4:*:windows:*:*:*:*:*:

Kk ok kK,

cpe:2.3:a:sunzjdk:1.4.1: linux:*: "

LRk kR k.

cpe:2.3:a:sunzjdk:1.4.1:*:windows:*:*:*:*:*:

LKk kKK,

cpe:2.3:a:sunzjdk:1.4.1_01:*:linux:*:**:*:*:

Kk kKK,

cpe:2.3:a:sun:jdk:1.4.1_01:":solaris:*:":*:*:*:

Kk kKK,

cpe:2.3:a:sun:jdk:1.4.1_01:":windows:*:*:*:*:*:

rna 2 Varcinintidlkt A1 QD -*liny*ekkkk



LRk kLK Lk,

cpe:2.3:a:sun;jdk:1.4.2:*linux:*: """

I

cpe:2.3:a:sun:jdk:1.4.2:*:solaris:*:*:*:*:*:

dkkakukk.

cpe:2.3:a:sun:jdk:1.4.2:*:.windows:*:*:*:*:*:

AkakLk kLK,

cpe:2.3:a:sun:jdk:1.4.2_03:*:solaris:*:*:*:*:*:

Akk kKK,

cpe:2.3:a:sun:jdk:1.4.2_03:*:windows:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:sun:jdk:1.4.2_04:*:solaris:*:*:*:*:*:

Akak kKK,

cpe:2.3:a:sun:jdk:1.4.2_04:*:windows:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:sunzjre:1.4: linux:

Skakakukak.

cpe:2.3:a:sun;jre:1.4:*:solaris:*:*:*:*:*:

dkakakakk.

cpe:2.3:a:sunzjre:1.4:":windows:*:*:*:*:*:

KKKk Lk,

cpe:2.3:a:sun:jre:1.4.0_01:*:solaris:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:sunzjre:1.4.0_02:*:linux:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:sun:jre:1.4.0_02:*:solaris:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:sun;jre:1.4.0_02:":windows:™:*:*:*:*:



dkukakakk.

cpe:2.3:a:sun:jre:1.4.1: linux:*: "

dkakakk k.

cpe:2.3:a:sun;jre:1.4.1:*:solaris:™:*:*:*:*:

dkakakk k.

cpe:2.3:a:sun;jre:1.4.1:update3:windows:*:*:*:*:*:

ARk kKK,

cpe:2.3:a:sun;jre:1.4.1_01: :linux:*:**

akak kKK,

cpe:2.3:a:sun;jre:1.4.1_01:*:solaris:*:*:*:*:*:

Ak kKKK,

cpe:2.3:a:sun;jre:1.4.1_01:":windows:*:*:*:*:*:

R N

cpe:2.3:a:sun;jre:1.4.1_02:*:solaris:*:*:*:*:*:

KKk KLk,

cpe:2.3:a:sun;jre:1.4.1_02:*:windows:*:*:*:*:*:

kKKK Lk,

cpe:2.3:a:sun:jre:1.4.1_07::windows:*:*:*:*:*:

Lkkakukk.

cpe:2.3:a:sunzjre:1.4.2: linux: "

akak kKK,

cpe:2.3:a:sunzjre:1.4.2:":.windows:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:sun:jre:1.4.2:update:linux:*:*:*:*:*:

Lkakakakak.

cpe:2.3:a:sun:jre:1.4.2:update:solaris:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:sun:jre:1.4.2:update1:windows:*:*:*:*:*:

Skak kR k.

cpe:2.3:a:sun:jre:1.4.2:update2:solaris:*:*:*:*:*:

dkak kR k.

cpe:2.3:a:sun;jre:1.4.2:update2:windows:*:*:*:*:*:



dkkakakk.

cpe:2.3:a:sun;jre:1.4.2:updateb:solaris:*:*:*:*:*:

dkakakkk,

cpe:2.3:a:sun;jre:1.4.2:update5:windows:*:*:*:*:*:

akak kKK,

cpe:2.3:a:sun;jre:1.4.0_01:":solaris:*:*:*:*:*:

Ak kKKK,

cpe:2.3:a:sun;jre:1.4.0_01:":windows:*:*:*:*:*:

akak kKK,

cpe:2.3:a:sun;jre:1.4.0_03:*:linux:*:*:*:*:*:

KKKk Lk,

cpe:2.3:a:sun:jre:1.4.0_03:*:solaris:*:*:*:*:*:

KKKk Lk,

cpe:2.3:a:sun:jre:1.4.0_03:*:windows:*:*:*:*:*:

KKKk k.

cpe:2.3:a:sunzjre:1.4.0_04:*:linux:*:*:**:*:

Kk kKK,

cpe:2.3:a:sun:jre:1.4.0_04:*:windows:*:*:*:*:*:

kR akakak.

cpe:2.3:a:sunzjre:1.4.1 " linux:

LRk kR k.

cpe:2.3:a:sunzjre:1.4.1:*:solaris:*:*:*:*:*:

dkak Kok k.

cpe:2.3:a:sunzjre:1.4.1:":windows:*:*:*:*:*:

dkak kR ok,

cpe:2.3:a:sun;jre:1.4.1:update3:solaris:*:*:*:*:*:

dkakakak k.

cpe:2.3:a:sun;jre:1.4.1:update3:windows:*:*:*:*:*:



akLk kLK LK,

cpe:2.3:a:sun;jre:1.4.1_07::windows:*:*:*:*:*:

dkkakakk.

cpe:2.3:a:sun;jre:1.4.2: " linux:*:*:*:*::

dkakakkk,

cpe:2.3:a:sun;jre:1.4.2:*:solaris:™:*:*:*:*:

dkakak kK,

cpe:2.3:a:sun:jre:1.4.2:update1:windows:*:*:*:*:*:

Skuk Lk ukk.

cpe:2.3:a:sun:jre:1.4.2:update2:linux:*:*:*:*:*:

Skkukukk.

cpe:2.3:a:sun:jre:1.4.2:update3:solaris:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:sun;jre:1.4.2:update3:windows:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:sun:jre:1.4.2:update5:linux:*:*:*:*:*:

Lkak kR k.

cpe:2.3:a:sun:jre:1.4.2:update5:solaris:*:*:*:*:*:

LKk kR k.

cpe:2.3:a:sun:jre:1.4.2:update5:windows:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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