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CVE CVE-2004-2541
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Buffer overflow in Cscope 15.5, and possibly multiple overflows, allows remote attackers to execute arbitrary code via a C fi

/ |

Risk And Classification

Primary CVSS: v2.0 6.9 from nvd@nist.gov
AV:L/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cscope Cscope 15.5 All All All


https://cve.report/
https://cve.report/CVE-2004-2541/mitre
https://cve.report/CVE-2004-2541/nist
https://cve.report/CVE-2004-2541/cve_org
https://cve.report/api/cve/CVE-2004-2541.json
https://cve.report/CVE-2004-2541.pdf
http://cve.report/vendor/cscope
http://cve.report/software/cscope/cscope

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Red Hat update for cscope - Secunia.com

Repository / Oval Repository

APPLE-SA-2007-07-31 Security Update 2007-007

cscope / Bugs / #154 buffer overflow vulnerabilities

Support

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
Apple Mac OS X 2007-007 Multiple Security Vulnerabilities

Support

www.osvdb.org/11920

Gentoo Linux Documentation -- Cscope: Many buffer overflows

About Security Update 2007-007

Cscope Include Filename Buffer Overflow Vulnerability

Debian -- Security Information -- DSA-1064-1 cscope

Debian update for cscope - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Gentoo update for cscope - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail - OVH

Bug 490667 — CVE-2004-2541, CVE-2009-0148 cscope: multiple buffer overflows

CVE Program record

NVD vulnerability detail

4]

Secunia - Advisories - Cscope Insecure Temporary File Creation and Buffer Overflow Vulnerabilities

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/35462
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10069
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://sourceforge.net/tracker/index.php?func=detail&aid=1064875&group_id=4664&atid=104664
http://www.redhat.com/support/errata/RHSA-2009-1102.html
http://secunia.com/advisories/26235
http://www.securityfocus.com/bid/25159
http://www.redhat.com/support/errata/RHSA-2009-1101.html
http://www.osvdb.org/11920
http://secunia.com/advisories/13237
http://www.gentoo.org/security/en/glsa/glsa-200606-10.xml
http://docs.info.apple.com/article.html?artnum=306172
http://www.securityfocus.com/bid/18050
http://www.debian.org/security/2006/dsa-1064
http://secunia.com/advisories/20191
http://secunia.com/advisories/20564
http://www.vupen.com/english/advisories/2007/2732
https://bugzilla.redhat.com/show_bug.cgi?id=490667
https://www.cve.org/CVERecord?id=CVE-2004-2541
https://nvd.nist.gov/vuln/detail/CVE-2004-2541
https://cve.report/

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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