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AVAACLAUNCN AP Certain versions of Wlan Access Point 2220 from Nortel contain the
’ following vulnerability:

Nortel Wireless LAN (WLAN) Access Point (AP) 2220, 2221, and 2225
allow remote attackers to cause a denial of service (service crash) via
a TCP request with a large string, followed by 8 newline characters, to
(1) the Telnet service on TCP port 23 and (2) the HTTP service on TCP
port 80, possibly due to a buffer overflow.

CVE-2004-2549 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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Port Can Be Crashed By Remote Users -
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www116.nortelnetworks.com/docs/bvdoc/wlan/216109a.pdf
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() FULLDISC 20040301 Nortel Networks Wireless LAN
Access Point 2200 DoS + PoC

Not Archived

Nortel Wireless LAN Access Point 2200 Series  [Z5ET (D BID 9787
Denial Of Service Vulnerability

Secunia - Advisories - Nortel WLAN Access ){ SECUNIA 11034
Point 2200 Denial of Service

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Nortel Wireless LAN Access Point 2200 Series - Denial of Service

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= 4 Nortel Wilan Access Point 2220 All All All All
Hardware &= 4 Nortel Wilan Access Point 2220 All All All All
Hardware &= 4 Nortel Wian Access Point 2221 All All All All
Hardware &= 4 Nortel Wian Access Point 2221 All All All All
Hardware &= 4 Nortel Wilan Access Point 2225 All All All All
Hardware G 4 Nortel Wilan Access Point 2225 All All All All
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No vendor comments have been submitted for this CVE
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